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Abstract. The proliferation and growth of modern computer networks
have made network management infrastructures an integral part of the
administration process. Nevertheless, most of these do not have the no-
tion of security assimilated by design. Thus, existing network equipment
cannot be managed securely without additional hardware or software se-
curity modules. This paper discusses a simple, yet robust, solution for
securing an existing management infrastructure based on the SNMP pro-
tocol.

1 Introduction

Simple Network Management Protocol (SNMP) [1] is the most widely used pro-
tocol for managing network enabled devices. Most modern networked devices
have built-in SNMP functionality. Hence, a network administrator has the abil-
ity to monitor miscellaneous system properties, produce statistics and, at the
same time, manage network properties using valid SNMP messages. This sim-
plicity is what makes it useful and widely acceptable. The current version of
the SNMP protocol (i.e., version 3), provides a completely new framework com-
pared to the previous versions of the protocol (i.e., versions 1 and 2c). This new
framework has incorporated the concept of security in contrast with previous
versions of the protocol. As evident, although this new approach of managing
networked systems provides an acceptable level of security, most of the systems
which are currently in production mode do not support SNMP v3. This renders
the usage of this protocol either unacceptable or semi-usable. By semi-usable,
we denote that the usage of the SNMP protocol is trimmed to monitoring-only
mode, and not used in managing mode, which is the demanded one in enterprise
infrastructures for effective network management.

In this paper, we present a novel architecture which supports secure trans-
actions of SNMP v1 and 2c messages by transparently incorporating a proven
secure infrastructure. In this context, we define an appropriate solution as the
most cost-effective, translucent to the protocol and efficient (in terms of develop-
ment) one, and we examine some practical ways of achieving such a goal. Finally,
we conclude with implementation issues regarding the most efficient approach,
that is, using a Key Distribution Center (KDC).



2 SNMP overview

Network management can be viewed as a distributed application, and as such,
it involves the interaction of different entities communicating by a well defined
protocol. In the case of SNMP network management [2], the application enti-
ties are the management station application and the managed station (agent)
application that communicate using the SNMP protocol. Each managed station
handles its own local Management Information Base (MIB), and must be able to
control the use of that MIB to a number of different management stations. Three
are the major aspects of this control: 1) Authentication: The managed station
may wish to limit access to the MIB of the authorized management stations. 2)
Access policy: The managed station may wish to give different access privileges
to different management stations and 3) Proxy service: The managed station
may act as a proxy to other managed stations. This may involve implementing
the authentication service and/or access policy for the other managed systems
on the proxy system.

All of these aspects raise security concerns. Inside environments were the
responsibility for network components is split, such as along a number of distinct
administrative entities, managed systems should protect themselves and their
MIBs from unwanted and unauthorized access [1].

The current version of SNMP, described in RFCs 2271 to 2275 [3–7], is known
as SNMPv3. This document set defines a framework for incorporating security
features into an overall capability which includes either SNMPv1 or SNMPv2
functionality. In addition, these documents define a specific set of capabilities for
network security and access control. Despite the great effort and results of this
work, the introduced security characteristics should have been available since
the first version of the protocol. All versions prior SNMPv3 provided a primitive
and with limited capability security model, named community. The community
based security model works by defining community names. Each community has
specific access privileges over the MIBs of the managed stations. The protocol
specification defines that every SNMP message contains a community name, on
behalf of which the contained command is issued. Due to the fact that the SNMP
message has to be transmitted unencrypted, an eavesdropper can easily record
the community names and put them at his disposal.

SNMP versions 1 and 2 were published in 1991 and 1993 respectively, when
the networking era was beginning to dominate. As a result, all networking de-
vices manufactured until the end of 1998, when SNMPv3 was finalized, supported
only the insecure versions of SNMP. In addition, given the fact that large or-
ganizations, which need the management capabilities provided by SNMP, invest
a large amount of effort on networking infrastructure, such as routers, switches
and other network devices, transition to the security-enhanced SNMPv3 cannot
be massive. The investment has to pay back its cost before it can be retired and
this can take many years if we are considering expensive hardware.

Therefore, network hardware manufacturers came up with an intermediate
solution in order to protect their non-SNMPv3-enabled hardware from unautho-
rized access, which could lead to erratic network behavior. That solution was



to disable any management capabilities that SNMP provided and enable only
its monitoring capabilities. This way, unauthorized users could only observe the
information that SNMP exposes, and not alter them. Although this solution
solves the security hole mentioned above, it significantly impoverishes its capa-
bilities. If using SNMP would limit a network administrator only to monitoring
his networking equipment, then its use in the management process should not
be considered at all.

3 Security integration approaches

3.1 IPsec

IPsec [8] is an IETF standard for secure communications which operates on the
network layer of the TCP/IP stack. In other words, it defines a modified IP
header. It does not rely on the Application Layer, as SNMP does, and for that
reason incompatibility issues are eliminated. It provides mechanisms for (a) the
sender to authenticate him/her-self or (b) authenticate and encrypt the packet
payload.

Two are the main reasons against utilizing this technology:

– IPSec-based implementations would only be usable on IP networks. Such
networks may currently be the majority; nevertheless, we do not consider
network-dependent solutions.

– IPsec is a connection oriented protocol. It requires a Security Association
(SA) to be established prior to any transmission of data. On the other hand,
SNMP is mostly used as a connectionless protocol, though the type of the
underlying connection is not defined by the protocol. Thus, it is suitable
for network administrators who want to keep traffic load for management
purposes to the lowest possible level. Connection-oriented protocols require
a number of handshake messages to be exchanged to set up or tear down a
connection. On the contrary, connectionless protocols, such as UDP, do not
have such requirements. Thus, a connection-oriented solution would be less
suitable.

3.2 SSH tunnel

An SSH tunnel [9] is a way of transferring data over a secure channel based on
Secure Shell. The technique that is followed in this case is to first create an ssh
connection and then transfer all data through this connection. In other words,
the ssh connection acts as a tunnel for all data that pass through it. For an
ssh connection to be established, an authentication procedure has to precede.
After this procedure has been completed successfully and the connection has
been established, all data transferred through that connection are encrypted
and, thus, secure.

The disadvantage of using this technique is, again, its network-oriented na-
ture. The secure connection that is established is a TCP connection. Messages



have to be transmitted for the connection establishment and for the disconnec-
tion which add traffic load, as discussed in Section 3.1. Thus, this solution is
inappropriate too.

3.3 Key Distribution Center

A Key Distribution Center (KDC) [10] is part of a cryptosystem intended to
reduce the risks inherent in exchanging keys. KDCs often operate in systems
within which some users may have permission to use certain services at certain
times only. A typical operation with a KDC involves a request from a user to
access a service for a certain period. The KDC will use cryptographic techniques
to authenticate requesting users and will check whether an individual user has
the right to access the service requested. Finally, if the authenticated user meets
all prescribed conditions, the KDC can issue a ticket permitting access for a
certain period.

The most common network authentication system that is based on a Key
Distribution Center is Kerberos [10], developed by the Massachusetts Institute
of Technology (MIT). Kerberos allows individuals communicating over an in-
secure network to prove their identity to one another in a secure manner. It
prevents eavesdropping and replay attacks and ensures the integrity of the data.
Its designers aimed primarily at a client-server model, and thus it provides mu-
tual authentication. Kerberos uses the Needham-Schroeder protocol [11] as its
basis, which makes use of a trusted third party (i.e., the Key Distribution Center
discussed above). Kerberos consists of two entities: the principals and the KDC
[12]. Principals are the users of the services that Kerberos provides. Users may
either be human entities or some other services. KDC consists of two logically
separate parts: an Authentication Server (AS) and a Ticket Granting Server
(TGS). Kerberos works on the basis of “tickets”, which serve to prove the iden-
tity of users, and maintains a database of secret keys; each entity on the network
(e.g., a client or a server) shares a secret key known only to itself and Kerberos.
Knowledge of this key serves to prove an entity’s identity. For communication
between two entities, Kerberos generates a session key which they can use to
secure their interactions.

The Kerberos system emerges a possible solution. It provides means of au-
thentication and privacy through encryption, and does not have any specific
requirements regarding the underlying network. Thus it can operate over het-
erogeneous networks. Moreover, it does not require any kind of connection estab-
lishment. There is only one initialization process which is required only once, in
order for the keys to be distributed. Finally, the suppleness that is provided by
the ability for principal rights management makes practicable the access man-
agement on MIB subsets or on SNMP actions (e.g., SET, GET) or, furthermore,
on a combination of these, having at the same time the confidence that every
procedure of Kerberos is carried out securely.



4 Implementation

We have implemented the prescribed solution using the Net-SNMP [13] project,
which is an open source implementation of SNMP, along with MIT’s Kerberos v5
[14]. Our implementation targeted on building a library, which would define an
abstraction layer between Kerberos and SNMP, thus providing an Application
Programming Interface (API) for that library. SNMP defines two kinds of entities
[1]: managers and agents. Agents act as services that serve requests issued by
managers. Thus, agents are the SNMP analogue of Kerberos’ service principal.
Likewise, managers are the analogue of its user principal. Given that the function
of each of these entities is different, our API must define dedicated API method
calls for each of them.

Kerberos’ library defines two data structures that must be initialized be-
fore the rest of the library’s functions can be used [14]; the krb5 context struc-
ture, which represents the per process state, and the krb5 auth context structure,
which represents a per-connection context used by the various functions involved
directly in client/server authentication. Within our library, the aforementioned
structures are stored in a separate structure, named krb5 info. This information
is maintained for as long as the agent or manager process is alive, so that these
structures do not have to be initialized before every function call. To achieve a
secure exchange of an SNMP request and an SNMP response message between
an agent and a manager, only 3 messages have to be transferred, as described in
the following process:

1. The manager process creates an authenticator message using our library’s
API call manager create authenticator and sends this message to agent pro-
cess.

2. If the agent process confirms the authenticator message using the API call
agent read authenticator, it goes into pending state waiting for encrypted
SNMP messages to arrive.

3. After successfully sending the authenticator message, the manager process
encrypts an SNMP message using the manager create msg API call, and
immediately sends it to the agent process.

4. Upon receiving an encrypted message, the agent process checks the message’s
integrity and validity and decrypts it using the agent rd msg API call. Then,
the agent process forwards the unencrypted message to a valid local entity
for further processing.

5. When the agent process produces a reply for the manager, it encrypts the
SNMP answer message using the agent create msg API call and sends it to
the manager.

6. Finally, the manager process receives the encrypted reply message and de-
crypts it using the API call manager rd msg.

5 Conclusion

In this paper we presented a novel architecture for secure utilization of SNMP,
which is cost-effective, transparent to the management protocol, and efficient in



terms of development cost. It is considered efficient, because even in the case of
network equipment that does not inherently support Kerberos, our solution still
works using a proxy. It is transparent to the SNMP protocol because all man-
agement messages transferred are encapsulated within Kerberos packets, and
thus no alteration to the SNMP’s architecture is needed. Finally, it is consid-
ered cost-effective because replacement or purchase of new network equipment
is not needed and architectural changes are not necessary. Also, Kerberos usage
is completely transparent to the SNMP applications, MIT Kerberos is an open
source and free implementation of Kerberos (thus no fees are required), and,
lastly, the proposed solution is connectionless, and as such, the network is not
loaded by the management traffic.
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