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1 Introduction and Motivation 

In the last few years wireless systems operating in 

unlicensed parts of the spectrum have grown in 

popularity and wealth of applications. The ubiquity 

of IEEE 802.11 and Bluetooth-enabled devices and 

the extensive wireless coverage, especially in 

modern densely-populated metropolitan areas, are 

clear indicators of the trend towards open spectrum 

access. This trend is largely attributable to the fact 

that the aforementioned wireless technologies 

operate in unlicensed spectrum and have low 

installation and operational cost. However, 

deployment freedom, minimal necessary 

investments and ease of configuration come with a 

cost; current IEEE 802.11-based network 

deployments are usually anarchic and, combined 

with the scarcity of unlicensed spectrum, lead to 

significant interference problems and suboptimal 

spectrum utilization. To mitigate interference among 

neighbor wireless networks, intelligent schemes 

need to be developed, where unlicensed spectrum is 

shared considering the following three dimensions: 

space, frequency and time. 

With a similar motivation, that is, to increase 

spectrum efficiency, taking advantage of recent 

technological advances in the field of Software 

Defined Radios, and supported by observations that 

fixed spectrum allocation is inflexible and licensed 

spectrum is often underutilized [1], a significant 

amount of research is focused on Cognitive Radios 

(CR). The basic property of CRs is that they can 

sense their radio environment and adapt their 

behavior to achieve optimal performance. A typical 

CR usage scenario is in Dynamic Spectrum Access 

(DSA) systems, where non-licensed (secondary) 

users are allowed to access licensed spectrum, 

provided that licensed (primary) users are absent. 

From the above discussion, it appears that one of the 

most crucial steps in achieving spectrum efficiency 

is sensing the radio environment. In our work, we 

focus on Open Spectrum Access systems, where all 

users have equal spectrum access rights, and our 

main goal is to detect interference. In DSA systems, 

spectrum sensing typically has as goal to detect 

primary user presence. 

In this paper, we study the process of distributed 

unlicensed spectrum sensing and, particularly, security 

issues that arise therein. 

2 The Open Spectrum Access Environment 

We envisage an environment where unlicensed 

spectrum access is assumed, thus spectrum allocation 

becomes a non-issue and everyone can become an 

operator by offering wireless services (coverage over 

an area). Mobile users have open access to all public 

networks, without necessary prior contracts or 

subscriptions with operators. In this wireless 

environment, interference among nearby networks is a 

significant issue. The lack of regulation introduces the 

need for alternative interference mitigation strategies. 

To this end, one of our basic premises is dependence 

on Distributed Spectrum Sensing (DSS). We deal with 

heterogeneous sources of information, such as wireless 

Access Point measurements, deployed dedicated 

sensors/monitors, and especially mobile user 

terminals. Users are expected to monitor wireless 

channel usage and report to central or distributed 

entities when requested. This way, user perceived 

interference is captured and hidden interference
1
 is 

exposed. Apart from interference detection, user 

reports can help maintain real-time wireless coverage 

maps which can be used for discovering “white spots,” 

that is areas which lack wireless coverage. Prospective 

access providers can then determine potential spots to 

deploy new infrastructure. Also, using these maps, 

client hand-offs can be more efficiently planned. 

The underlying technology to perform spectrum 

sensing is becoming mature; the IEEE 802.11k [3] 

standard for radio resource measurements has recently 

been finalized, while related research is being carried 

out in the CR field. 

3 Incentives and Security Considerations 

Although a distributed scheme for interference 

                                                      

1
 A major limitation of Access-Point-centric interference 

mitigation schemes, that is, schemes based on local 

observations by APs to detect interference, is that they fail 

to discover interference at client locations (hidden 

interference [2]). 



reporting, where information from multiple sources 

is fused, offers a better view of interference 

conditions, there are security and robustness issues 

that should be tackled. 

The very nature of the submitted information makes 

verifying their validity a non-trivial issue. What 

happens if a user deliberately reports fake spectrum 

usage measurements? Can we trust each and every 

submitted report?  

The issue of spectrum sensing data falsification 

attacks has also been raised in the context of CR [4], 

but it is also relevant in our Open Spectrum Access 

environment. Solutions to this problem can be 

generic and equally applicable to CR environments. 

To better grasp the extent of the above threat, one 

should consider the incentives of users to submit 

fake information. 

3.1 The cost of spectrum sensing 

Our prior experimental work [5] has shown that 

spectrum sensing with typical IEEE 802.11 

equipment
2
 can have significant performance 

overhead, especially for delay-sensitive applications 

(e.g. VoIP), if requested very often. However, if a 

client monitors channel usage with reasonable 

frequency (e.g. once or twice per minute), this 

overhead is negligible. This provides insight on the 

incentives of clients to fake their reports or simply 

refuse to provide them. 

Since spectrum sensing incurs cost, it is reasonable 

to assume that wireless network operators might 

wish to offer clients a reward for it. This reward 

might be in the form of improved QoS [5]. 

3.2 Competition and misbehavior 

Apart from the obvious cost of spectrum sensing, 

competition among wireless network operators may 

bring in misbehavior. Users affiliated with an 

operator, may report fake information to his 

neighbor competitors (e.g. false reports about the 

channels neighbor APs operate on) to pollute their 

view of channel usage at their spot and cause them 

to operate sub-optimally. 

3.3 Information filtering 

To limit the effects of false information reporting, 

efficient filtering schemes should be present. Using 

information from multiple sources may help 

                                                      

2
 An active scan on 11 channels (as specified by the IEEE 

802.11 standard). 

operators filter out false reports by applying simple 

majority rules; especially in the case where spatial 

(e.g. GPS coordinates) and temporal (timestamps) 

information is included in the reports, the entity where 

reports are collected can easily detect “odd” spectrum 

measurements.  

What is more, given that a user identification scheme 

is in place, user reputations can be built. Then, each 

report will be weighted according to the reporting 

entity’s reputation. Users who are consistently 

suspected (using methods such as the one described 

above) to report fake information get lower reputation 

values. 

Also, user reputations can be used to develop 

punishment mechanisms at a different layer. For 

example, bad reporters may find it hard to gain 

wireless access of acceptable QoS. 

3.4 The role of identities 

The discussion of Section 3.3 highlights the 

importance of persistent user identities, so that report 

“rating” can be achieved. To this end, trusted 

certification authorities may be needed to issue these 

IDs and potentially bind user identities with network-

level entity identifiers (such as MAC addresses, since 

this information may be important for lower-layer 

sensing-reporting mechanisms such as IEEE 802.11k). 

3.5 Privacy issues 

Reports about spectrum usage may reveal information 

that users might not wish to disclose. For instance, 

users may include their actual locations in their 

reports. Thus, the confidentiality of reports should be 

appropriately ensured and this can be achieved by 

means of traditional cryptography. 

4 Conclusion 

We study incentives and security issues pertaining to 

Distributed Spectrum Sensing. DSS has received 

significant attention in the context of Cognitive Radio 

networks. In our approach, though, we focus on Open 

Spectrum Access schemes based on unlicensed 

spectrum. The issues that we study and potential 

solutions are more generic, however, and can be 

applied to typical CR environments, where Dynamic 

Spectrum Access to licensed bands is desired. Our 

main focus is on studying incentives for truthful 

spectrum sensing and reporting, relevant attacks, and 

how to effectively detect and combat them, in order to 

build robust interference mitigation schemes. 
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