
 

 

I. INTRODUCTION 

Cognitive Radio (CR) promises to provide better spectrum 

utilization and increase the availability of (on demand) 

broadband access to the Network of the Future. CR relies on 

devices that can sense their (radio) environment, understand it, 

and model it, so that they can exploit the spectrum through 

appropriate transmission parameters (in the space, time, and 

frequency domains) that do not interfere with legacy and/or 

licensed devices using the same spectrum in the same general 

area. According to the CR paradigm, the use of the spectrum 

that is not used by primary (licensed) users is opportunistic. 

Secondary users sense the spectrum and decide to use it on 

their own, possibly following additional rules and protocols. 

Because multiple such CR devices (secondary users) can find 

themselves in the same area and compete for the same 

spectrum, the question that arises is whether these devices 

behave “fairly” and appropriately. The opportunities are there 

for competing CR devices to try to grab more resources 

through the spreading of misinformation and “impersonation” 

of licensed devices. 

The use of licensed spectrum by CR devices will probably 

be mainly guided by the general rule of no interference to 

licensed devices, maybe with the specification of certain 

parameters about (very low) limits of interference allowed, or 

time to stop interfering in case a new licensed device is sensed. 

In the case of unlicensed spectrum and sharing of the available 

spectrum not utilized by licensed users, rules will probably be 

minimal. CR, therefore, introduces significant scientific and 

technical challenges for the Network of the Future.  

In the majority of the existing cognitive spectrum 

management schemes, even if sensing and sharing are 

governed by predefined (etiquette) rules in the intra-domain 

paradigm, the efficient cooperative sensing and accurate 

reporting of selfish, malicious and anomalous behaviors by 

peers is still an open issue for the inter-domain approach. 

The ASPECTS project considered an underlying dynamic 

spectrum access radio network, spectrum sensing technology 

and techniques, and spectrum sharing policies and rules and 

addressed vulnerabilities in all spectrum sharing phases [1], 

i.e. spectrum monitoring, negotiation, dissemination of access 

rules and sharing implementation. In the following sections, 

we describe our research objectives and our approach towards 

attaining them, present the main outcome of ASPECTS and 

conclude with a discussion on the relevance of our project to 

the Euro-NF vision towards the Future Internet. 

II. APPROACH 

A. Research framework 

Below we summarize our research objectives: 

• Identification of vulnerabilities of the underling dynamic 

spectrum access radio network against misuse. 

• Identification of security and privacy issues related to 

spectrum access. 

• Design and evaluation of a security and trust framework, 

enabling the detection and reporting of misbehaving nodes 

and minimizing their impact on spectrum use. 

• Addressing specific cases of misuse in the context of the 

ASPECTS framework. 

 

To attain the above objectives, we worked on distinct lines of 

research. First, we thoroughly reviewed various spectrum 

allocation algorithms and protocols, with a specific focus on 

unlicensed spectrum technologies such as Wi-Fi. We classified 

them according to different control dimensions (i.e., time, 

space and frequency) and assessed existing techniques in terms 

of robustness against misuse. Eventually, we contributed an 

extended analysis of misbehavior scenarios across a variety of 

Cognitive Radio Networking environments [1]. 

 Since any spectrum sharing scheme highly depends on 

information about the radio environment, we focused on 

specific scenarios where the task of monitoring is delegated to 

(potentially untrusted) mobile users. We discussed the 

incentives of users to submit fake information [2] and 

proposed and evaluated simple countermeasures to specific 

attacks, considering a scenario where Wi-Fi topology 

discovery is carried out based on user reports [3], as a first 

step before channel allocation algorithms or power control 

schemes are applied. 

 The discussion about proposed security and trust 

mechanisms, but also about negotiation schemes and user-

based feedback implies the existence of underlying identity 

management schemes. Particularly for the negotiation phase of 

the spectrum sharing process, we introduced an intermediate 

component, to be rolled out onto independent instances. This 

allows for trust as long as an attacker is unable to infiltrate the 

majority of intermediate hosts. The role of hosts is the creation 
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of pseudonyms, e.g. names independent of the identity, which 

are uniquely assigned to a subject within a limited timeframe. 

 Finally, in another line of research, we studied network 

virtualization techniques [4], aiming at enhancing the 

reconfigurability of the (wireless) network infrastructure based 

on the dynamics of resource usage. 

B. Outcome 

The main outcome of this project was a number of 

collaborative works published in international conferences or 

journals. The partners started with a discussion on security 

issues pertinent to spectrum usage monitoring [2], where two 

classes of incentives for misbehavior were identified: First, 

performance-oriented incentives, related with the cost of 

spectrum monitoring, may lead users to dishonest reporting. 

Second, competition among wireless service providers can 

lead to strategic behavior; for instance, one may attempt to 

submit fake sensing results to affect the performance of its 

competitors. 

Given the importance of the topic, the high potential for 

attacks and the lack of detailed reports of Cognitive Radio 

Network security issues or classifications of relevant security 

threats in the literature, the partners published a thorough 

review of misbehavior scenarios and their countermeasures for 

all spectrum sharing phases [1].  

Members of the consortium also published papers in the 

context of ASPECTS independently. Among others, research 

was carried out in the area of robust user-driven wireless 

topology discovery [3] and network virtualization to create and 

manage a reconfigurable infrastructure [4]. 

Presentations about ASPECTS have also been carried out in 

events outside Euro-NF [5][6]. 

III. ASPECTS IN THE CONTEXT OF EURO-NF 

A. Relevance to Euro-NF 

The ASPECTS project addresses significant issues raised in 

the context of the Euro-NF vision. As envisaged in the first 

update of the Euro-NF vision document [7], in the Network of 

the Future, disruption will arrive at the edge of the network; 

Dynamic Spectrum Access and Cognitive Radio technologies 

come to play to facilitate spontaneous and opportunistic 

connectivity and ensure efficient utilization of scarce radio 

resources. In the ASPECTS framework, advanced spectrum 

management schemes, coupled with sophisticated protection 

mechanisms become the cornerstones of a self-configuring, 

self-organized and self-healing environment at the wireless 

edge. 

As exemplified in the second update of the Euro-NF vision 

document [8], smart applications are the main differentiation 

point between today’s web 2.0-driven Internet and the FI. 

Smart applications are characterized by highly autonomous 

operation, involve large traffic volumes and require highly-

scalable mechanisms at all communication layers. Also, with 

the realization of the Internet of Things, contention for 

spectrum access will vastly increase and spectrum access 

dynamics will dramatically change, calling for more agile and 

spectrum efficient communication schemes. It is on the 

security aspects of spectrum agility where ASPECTS had its 

major focus. 

Furthermore, ASPECTS results can impact future network 

technology in the direction of network virtualization, which 

has been recognized as a tool that allows cooperative usage of 

the same physical resources among several devices and users 

[4]. Multiplexing access to physical resources via network 

virtualization is also relevant for other Euro-NF work 

packages. For JRA 1.2, the effects of using a virtualized 

architecture for core network components, such as access 

routers, are important results. JRA 1.6 discusses network 

control overlays; results regarding the management of virtual 

networks will be relevant here. Finally, allowing cooperative 

usage of wireless spectrum will enhance resilience against 

environmental challenges. This is important for JRA 2.5, 

indicating possibilities to make wireless networks more 

dependable. Finally, the negotiation and policies in spectrum 

access refer to mechanisms discussed in JRA 1.7. Identity 

management, an integral part of the ASPECTS framework, 

refers to the governmental aspects in JRA 3.1 and, in terms of 

secure authentication and privacy awareness, to JRA 3.4.  

B. Further cooperation 

Partners have continued to cooperate outside this project. In 

particular, after completing ASPECTS, partners joined by the 

University of Aarhus, have initiated the GOVPIMIT [9] SJRP, 

which deals with privacy and governance issues in the Internet 

of Things. 
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