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INTRODUCTION

From the lower communication layers up to the
content layer, where user-generated content
vastly increases in volume and popularity, it is
becoming evident that the traditional “user as a
consumer” view of networking is evolving to a
disruptive new paradigm where the user emerges
with an empowered role. The user-centric shift is
especially pronounced in the area of wireless
networking, where it finds expression in multiple
dimensions. 

This evolution is supported by various tech-
nology developments. User equipment is becom-
ing more powerful, and comes with an
abundance of storage, sensing, and multimedia
generation and playout capabilities. At the same
time, wireless technologies operating in unli-
censed spectrum, such as Wi-Fi, have become
ubiquitous. These have the potential of bringing
up new disruptive communication and service
architectures. More than ever, though, a user-
centric shift is also necessitated by the challenges
brought by the vast increase in mobile data traf-
fic [1]. This calls for alternative content distribu-
tion schemes, exploiting user capabilities to shift
the load off the cellular network and the back-
haul of mobile operators.

In this article, we study the developments

that have rendered the user a critical stake-
holder in the wireless networking ecosystem,
defining a basic set of principles of user-cen-
trism that lay the foundations for reconsider-
ing the role of users in three different wireless
networking aspects: wireless access provision,
communication services, and network manage-
ment. Our particular focus is to expose some
new fundamental challenges and trade-offs
that user-centric solutions face in a case-by-
case manner.

To this end, we first present purely user-cen-
tric solutions for real-time communication tai-
lored to user-centric wireless access networks,
tackling specific security challenges and experi-
mentally demonstrating their performance
bounds.

Then we focus on the role of users in wireless
network monitoring, a critical task for optimized
wireless network configuration and management.
In this case, we present an architecture for
crowdsourced Wi-Fi topology discovery, combat-
ing attacks by users who submit fraudulent infor-
mation, and quantifying its advantages over pure
infrastructure/provider-centric schemes. Figure 1
presents our overall view toward user-centric
wireless networking.

THE EMERGENCE OF
USER-CENTRISM IN

WIRELESS NETWORKING

KEY FACTORS

A number of key developments and observations
are indicative of the shift toward a user-centric
view of networking, and form the basis for
proposing user-centric approaches to issues that
were traditionally tackled in a provider/operator-
oriented manner.

Increased User-Based Wireless Coverage —
Wi-Fi signals pervade modern urban spaces.
Most of these networks are managed by individ-
uals, in addition to those operated within corpo-
rate premises, campus environments, and other
public places. Increased Wi-Fi coverage gives
rise to the question of whether such user-provid-
ed infrastructure could be harnessed to offer a
low-cost ubiquitous wireless access solution to
complement cellular services.
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Flexible Technologies for the Wireless
Home Network — Low-cost off-the-shelf wire-
less equipment for the home network is capable
of performing far more tasks than simply for-
warding user traffic to/from the Internet. Home
wireless routers powered by open source soft-
ware have both the necessary flexibility to install
custom software, and potential spare memory
and CPU cycles to run more demanding applica-
tions. User equipment with increased power and
flexibility, sometimes supported by telecom
operators who utilize it for deploying femtocells
or extending their coverage via user Wi-Fi net-
works, is critical for the emergence of users as
prosumers of wireless connectivity.

Versatile Technologies at the User End —
Apart from their increase in processing power
and storage capacity, handheld user devices
come equipped with multiple network interfaces
(Wi-Fi, cellular, Bluetooth), high-quality dis-
plays, but also versatile sensing capabilities via
motion sensors, cameras, and GPS receivers.
These technologies, combined with the inherent
user mobility, make handheld devices powerful
platforms to acquire and communicate informa-
tion about user environment and context, thus
giving rise to crowdsourcing [2].

The Rise of Crowdsourcing — A shift toward
exploiting user resources and advanced commu-
nication, computation, and sensing capabilities
to “outsource” tasks to potentially
anonymous/pseudonymous crowds has become
apparent. Such tasks, which would traditionally
need significant investment in infrastructure and
time, range from urban sensing to collecting
information about the radio environment that
can be used for network optimization purposes.

User-Generated Content — It is evident that
user-generated content takes up a significant
share of today’s Internet traffic. Such traffic
includes web-accessible multimedia content (e.g.,
videos captured or authored by users, photos,
etc.) and interactions via social networking
media. 

PRINCIPLES
The above key factors can inspire user-centric
wireless networking approaches, building on the
common ground of a core set of principles.

The User at the Center — Our prime princi-
ple is that the problems we address should be
viewed under a user-centric perspective and the
solutions proposed should promote the role of
users, exploiting and showcasing user empower-
ment.

Open Access and Participation — User-cen-
tric solutions should facilitate and promote open
and voluntary user participation, for example,
users pooling their home WLANs with the com-
mon goal of achieving wider network coverage
and enjoying low-cost wireless access when
nomadic.

To facilitate organic growth and lift entry
barriers to become a service provider, joining a
user-centric network (UCN) should not involve

the complexity of setting up contracts; rather, a
loose and decentralized user identification
scheme is desirable.

Decentralization and Distribution of Tasks
— Even though some functions (e.g., addressing
and naming) may be centrally managed, decen-
tralization naturally emerges in UCNs at many
layers. In this article, we demonstrate decentral-
ized designs for various traditionally centralized
networking tasks.

Security, Trust, and User Rationality —
Mechanisms and protocols for UCNs should not
assume that users are benevolent. Often, ratio-
nal behavior that can lead a user to strategic
decisions which may violate protocols, or even
pure malice, emerge. Such behaviors can lead to
attacks the system designer should tackle, and
effective mechanisms taking into account the
underlying trust relationships between UCN
entities should be in place to ensure that poten-
tial attackers cannot bring the system to subopti-
mal operating points.

Low-Cost Operation — This is mandated by
the need to amass infrastructure based on pri-
vate resource contributions of individuals who
own and operate inexpensive home (not profes-
sional) equipment. Decentralized service archi-
tectures can then be laid over this infrastructure
and accessed in a peer-to-peer manner. This can
enable, for example, free communication ser-
vices over wireless UCNs. This principle is in
sharp contrast with the Internet service provider
(ISP)-centric viewpoint; instead of a few large
providers, many micro-operators could offer a
complementary best-effort service at minimal
cost.

NEW CHALLENGES
Building infrastructure and services based on
user contributions poses a new set of challenges.
First, user-provided equipment is typically inex-
pensive and resource-constrained, standing at
the opposite side from powerful and costly infra-
structure deployed by operators. Second, users
often do not have the technical expertise, cannot
spare the resources and time, and lack central
control when it comes to configuration decisions,
optimizations, and planning operations. There-
fore, user-provided services, be they connectivi-
ty-related, application-oriented, or having to do
with content and information provision, are
assumed to operate in a self-organizing best-
effort style, also due to the unpredictability and
variability in user behavior and participation.
Designing and implementing user-centric proto-
cols, mechanisms, and services thus involves
addressing significant performance and reliability
challenges.

Furthermore, crowds of users pooling their
resources, executing a distributed task, or offer-
ing a service cannot always be assumed to be
trustworthy. They are typically not legally bound
by contracts and service level agreements, and
are expected to behave strategically, without
excluding the potential of purely malicious
behavior. In some of the use cases we study, user
identification is not always assumed to be strong.
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While this enhances anonymity and privacy, and
reduces identity management overhead, it calls
for careful design of mechanisms and additional
security measures.

In the next sections, we address these chal-
lenges presenting user-centric solutions in differ-
ent areas of wireless networking.

FROM CROWDSOURCED WIRELESS
ACCESS TO SOCIALLY AWARE, 

USER-CENTRIC CONTENT DELIVERY

Since the emergence of the IEEE 802.11 family
of standards, and as the technology matured, a
trend toward open wireless access has been evi-
dent. Operation in unlicensed spectrum and the
low cost of WLAN equipment, coupled with the
enthusiasm and self-organizing spirit of some
users, have helped build community-based wire-
less access schemes for open connectivity [3]. A
typical manifestation of such schemes is crowd-
sourced Wi-Fi access, that is, community-based
Internet access over WLANs operated by a crowd
of micro-operators, who are typically residential
WLAN owners. This paradigm has received both
research [4] and commercial attention.1

A major issue here is to design appropriate
mechanisms to stimulate user participation and
cooperation. The proper incentives need to be in
place so that a user shares her Internet connec-
tion with other community members. Without
protection mechanisms for resource contribu-
tors, free riding will prevail. Users will tend to
consume without providing, and cooperation will
collapse. We specifically tackled these issues,
focusing on achieving distributed trust and
accountability in a fully anonymous and decen-
tralized setting [4], contrary to the Fon model,
where a centralized authentication, authoriza-
tion, and accounting scheme is assumed. Our
distributed algorithms successfully tackle specific
attacks to the accounting mechanisms, attempt-
ing to match user consumption with contribu-
tion, promote good contributors, and exclude
free riders, thus encouraging cooperation and
sharing.

There are further wireless and mobile net-
working issues that can be viewed under a user-
centric prism. With the evolution of the Internet
toward an infrastructure for massive content
delivery and the vast expected increase in mobile
multimedia traffic [1], it would be advantageous
for network operators and content providers to
exploit the communication capabilities and stor-

age capacity of users, making them active compo-
nents of the content delivery process. Mobile
data offloading schemes exploiting user storage
and device-to-device (D2D) communication are
promising solutions in this direction.

Serving user requests from alternative com-
munication channels can reduce the operating
and capital expenses of mobile network opera-
tors. D2D communication can be at the core of
such an approach. Taking advantage of oppor-
tunistic direct local connectivity, an approach
particularly suitable for delivering delay-tolerant
content, efficient delivery structures can be built,
benefitting all involved entities: Users can enjoy
better quality of experience (QoE), network
operators can save on resources on their radio
network and backhaul, and content providers
can reduce the load on their data centers, thus
achieving shorter response times and energy sav-
ings. Cooperation scenarios among all stakehold-
ers are thus likely to emerge and could become
a topic for extensive study, from both a technical
point of view and a socioeconomic one.

User social context is critical for the design of
such schemes. Previous studies [5] indicate that
people who are close in physical and social space
tend to have more encounters. This dimension
can be exploited to more efficiently plan offload-
ing decisions for delay-tolerant, potentially user-
generated, content: Transmissions over the
cellular network can be reduced and a user can
receive the requested content in the near future
over a direct connection with a socially proxi-
mate user (e.g., using Wi-Fi or Bluetooth). Such
solutions have already begun to be explored [6].

Detecting social context is, however, not triv-
ial. Information from multiple sources can be
utilized to this end: application-layer information
from existing social networks, but also historical
information about past user encounters or com-
munication. Privacy concerns then naturally
arise, since users expose information that could
be considered sensitive. Privacy-enhancing tech-
nologies should be applied, and a trade-off to
explore is between the level of user privacy and
content delivery performance (and, in turn, user
experience). 

The incentives of each party to participate in
the content delivery process are not always
straightforward. For instance, proper rewarding
mechanisms may need to be in place to stimu-
late the participation of users in a cooperative
caching scheme where they would contribute
device storage space. Especially when it comes
to data offloading using D2D communication,
energy issues come to play: While it is clearly
more energy-efficient to receive a large piece of
content over, say, Bluetooth than a (macro-) cel-
lular link, the energy cost for a user to relay con-
tent to others should be considered.

USER-CENTRIC SECURE
COMMUNICATION SERVICES

With user-based wireless access schemes in
place, real-time communication services can be
set up in a manner compatible with the user-cen-
tric spirit. Such service architectures can add
value to the infrastructure contributions of

1 Major telecom opera-
tors in many European
countries offer the
option to their sub-
scribers to roam across
one another’s home
WLANs, sometimes
striking partnerships
with Fon
(http://fon.com), a well-
known mediator for
community-based Wi-Fi
access.

Figure 1. Aspects of user-centric wireless networking.
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micro-providers. However, due to its particulari-
ties, this environment comes with a new set of
requirements and constraints.

REQUIREMENTS
We assume an environment where roaming
users, accessing the Internet over community or
other public wireless hotspots, wish to set up
secure communication. We focus on the deploy-
ment of a user-centric VoIP application, but our
approach can also be applied to other services
(e.g., video). The principles of user-centrism are
expressed in the following set of requirements:
• Minimal dependence on centralized infras-

tructures: Core operations, such as security
management, should be controlled by the
users, and the role of centralized entities
should be limited only to some necessary
functionality (e.g., to assist in user discovery
and rendezvous).

• Protection from untrusted peers: Nomadic
users typically connect to the Internet
through untrusted user-provided networks,
and their traffic is susceptible to intercep-
tion if not protected; micro-providers, on
the other hand, share their resources with
untrusted individuals, who could engage in
malicious activities masking behind the
micro-provider’s network. Furthermore, a
level of location privacy is desirable for
roaming users.

• Operation on user-provided equipment:
This requirement is mandated by the need
to operate in an autonomous manner and
at low cost, but reveals a significant perfor-
mance challenge. User equipment is typi-
cally resource-constrained, which can cause
performance degradation when called to
carry out demanding tasks.
Note that we consider only low-mobility

nomadic users; we defer mobility management
issues to future work.

VPN-BASED SOLUTIONS
To answer these challenges, the solution comes
through tunneling-based schemes: Each user can
set up a secure virtual private network (VPN) to
a trusted gateway and route his Internet traffic
through it. Adopting a user-centric approach, in
our prior work [7] we have proposed to utilize a
user’s home Wi-Fi router as her trusted VPN
gateway, and have designed appropriate mecha-
nisms for call setup and tunnel management.
Our architecture (Fig. 2) takes advantage of the
fact that often off-the-shelf Wi-Fi equipment is
Linux-powered, offering the flexibility to install
versatile software on it.

This scheme uses centralized infrastructures
only for rendezvous. For example, a secure VoIP
call could be initiated utilizing an external chan-
nel, such as the GSM network: A user can send
an SMS to a peer notifying him of her home
gateway address and other call parameters, and
the callee can respond directly with the VoIP
stream. Other options, based on dynamic
Domain Name Service (DNS) or Session Initia-
tion Protocol (SIP), are also possible [7].

A VPN-based solution offers protection of
user traffic from an untrusted access provider, at
the same time protecting the micro-provider

himself from potential malicious activities origi-
nating from the untrusted visitor. Also, commu-
nicating endpoints hide their location, since
peers direct their traffic to each other’s VPN
gateways.

Others have also addressed these challenges
with tunneling-based designs. Sastry et al. [8]
propose that users form a cooperative acting as
a pool of VPN gateways, and roaming communi-
ty members who wish to communicate set up
tunnels to one of these gateways.

In a similar direction, Zúquete and Frade [9]
propose appropriate modifications to OpenVPN
to allow for fast and seamless VPN mobility
across user-provided wireless access points
(APs). They assume the existence of a virtual
ISP (VISP), that is, a trustworthy organization
which allows users to tunnel traffic through its
VPN gateways. 

Although similar in spirit, our approach bears
some distinct differences. While the aforemen-
tioned architectures introduce centralized enti-
ties for security management, in our case, each
user is responsible for managing her own VPN
gateway. Also, in [9], differentiation between
hotspot owner and visitor traffic is carried out in
part by the VISP and the ISP with which the
micro-provider is subscribed, while in our case it
is carried out autonomously at the user (micro-
provider and VPN gateway owner) level. Finally,
we focus on user-centric VoIP, with the aim of
exposing the capabilities and performance limi-
tations of a VoIP scheme built purely on user
Wi-Fi equipment.

SECURITY VS. PERFORMANCE
VPN tunneling is known to be computation-

ally expensive and to incur traffic overhead.
Under heavy load, these factors can cause signif-
icant delays and introduce packet loss, which
negatively affect user experience. These prob-
lems can become more severe when using low-
end user equipment.

We thus carried out testbed measurements to
quantify the effect of potential quality degrada-
tion components:

Figure 2. A user-centric secure VoIP service for roaming users.
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• Congestion at the Wi-Fi MAC layer
• VPN space overhead due to packet expan-

sion caused by additional security-related
protocol headers

• CPU overhead imposed due to cryptograph-
ic operations

We emulated our user-centric VoIP architecture
in a testbed with two off-the-shelf Linksys
WRT54GL Wi-Fi routers (W1, W2) running the
OpenWRT Linux distribution and two laptop
computers acting as user terminals (U1, U2),
each connected to one of the two routers using
IEEE 802.11g at 54 Mb/s. We emulated parallel
VoIP calls between U1 and U2 by initiating bidi-
rectional RTP/UDP streams with the traffic
characteristics of the popular G.729a audio
codec (60-byte IP packets, each carrying 20 bytes
of audio payload; 50 packets/s), and measured
end-to-end delays, jitter and packet loss ratios,
which we translated to VoIP QoE estimates as
specified by the International Telecommunica-
tion Union Telecommunication Standards Sector
(ITU-T) E-model [10]. VoIP streams followed
the path U1  W1  W2  U2, and W1 was
connected to W2 over 100 Mb/s Ethernet.

All functionality (wireless access, VPN man-
agement) was built into home user equipment,
which is what we expect in a practical deploy-
ment of our scheme. We operated VPN gate-
ways at W1 and W2 and set up VPN tunnels
between U1 and W1, and U2 and W2. We used
OpenVPN, a popular solution for implementing
tunnels, which, compared to alternatives such as
L2TP/IPsec, is simpler to configure, less complex
protocol-wise, and has smaller per packet space
overhead. Note that the connection between the
two routers is unencrypted. Thus, each packet is
encrypted and decrypted twice. We used AES-
CBC (128-bit) for encryption, certificate-based
SSL/TLS session authentication and key
exchange, and HMAC-SHA1 packet authentica-
tion.

Our experimental study has shown that the
performance of such a scheme is CPU-bound: In
this setup, at most eight concurrent secure VoIP
sessions of acceptable QoE are supported, and
this performance limit is mainly due to the CPU-
expensive encryption/decryption operations on
the low-end Wi-Fi router processor.2

The number of concurrent acceptable-quality
calls, considering that Wi-Fi router CPUs are
the performance bottleneck, is a promising
result. Further optimizations, such as silence
suppression via voice activity detection which
would reduce cryptographic load, dedicated
cryptographic hardware inside Wi-Fi devices,
and/or expected CPU power improvements
would improve VoIP capacity.

CPU-related optimizations aside, there is
another security-performance trade-off to be
addressed by future studies, related to traffic
redirection through home VPN gateways. On
one hand, in a tunnel-based design, the user’s
trust anchor is his home network, and it is natu-
ral to redirect his traffic through it. On the other
hand, the end-to-end path can thus become sub-
optimal. Tackling this issue is not straightfor-
ward. Performance studies are needed as a first
step in order to quantify the potential overhead
for both communicating users, but also for the

network as a whole. Second, potential improve-
ments would necessitate the involvement of the
network provider, which would imply an addi-
tional level of user-ISP cooperation. Thus, new
assumptions about the networking environment
should be made, and the incentives of both users
and operators should be taken into account.

USER FEEDBACK FOR OPTIMIZED
WIRELESS NETWORK MANAGEMENT

MOTIVATION AND CHALLENGES
Real-time communication services on top of
UCNs are particularly sensitive to poor signal
conditions due to interference at the wireless
medium that can lead to further delays and
packet losses. Increased WLAN density and
unlicensed spectrum scarcity, though, have
aggravated the interference issue and call for
sophisticated spectrum management.

Acquiring feedback as to how users perceive
wireless coverage and interference becomes criti-
cal. Thus, a user-centric scheme for collecting
radio environment information at client spots is
necessary and would offer significant advantages
over infrastructure-centric schemes, where moni-
toring is carried out solely by APs at their fixed
locations. This way, users can have an active role
in optimizing the operation of the wireless net-
works they access.

Focusing on wireless deployments such as
UCNs mediated by community operators (e.g.,
Fon) or campus WLANs, where user registration
and accounting are centrally controlled, we pro-
pose an architecture for collecting wireless
topology/coverage information, where the task of
monitoring is crowdsourced to roaming users. 

However, the anticipated topology discovery
accuracy improvements and cost savings due to
exploiting user reports, instead of deploying
additional measurement equipment and/or per-
forming time and resource-consuming measure-
ment campaigns, come with some security issues:
Users should not be considered trustworthy, and
their feedback should be carefully evaluated
since they could engage in fraudulent reporting.

For this type of wireless deployment, we
counter such reporting attacks by consensus-
based schemes, effectively filtering fraudulent
information.

ARCHITECTURE
In our architecture (Fig. 3), we utilize stan-
dards-based technologies for user authentica-
tion and reporting. In particular, we apply a
Radius-based scheme for authentication,
authorization, and accounting, as specified in
IEEE 802.11i [11]. For collecting wireless cov-
erage information, we use IEEE 802.11k [12], a
subset of which we have implemented in the
Linux wireless networking stack.3 Our system
operates in rounds. Periodically, a centralized
report collector, which maintains a global view
of the network topology, requests local topolo-
gy information from registered APs. The APs,
in turn, send a special beacon request IEEE
802.11k message to authenticated clients, who
respond with beacon reports. A beacon report is
a list with information about each Wi-Fi cell in

2 We verified, both via
experiments and by a
simple analytic model
[7], that without VPN, 30
calls would be supported,
while by disabling
encryption (but keeping
the OpenVPN packet
structure to quantify the
space overhead), this
number reaches 21 calls.

3

http://mm.aueb.gr/~pfra
g/software.
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the user’s range. Each AP also submits its own
(trustworthy) report to the collector, along
with the beacon reports by users. The collector
then builds a new view of the wireless topology
after evaluating reports based on user reputa-
tions4 and performing appropriate filtering to
remove information it considers invalid. It can
then use its up-to-date topology information as
input to, say, a channel assignment algorithm,
and notify registered APs about the channel
they should switch to in order to minimize
interference.

MODEL, ATTACKS, AND COUNTERMEASURES
We model wireless topology as a weighted undi-
rected coverage graph (CG), where vertices rep-
resent APs, and an edge between two APs
denotes overlapping coverage between the
respective Wi-Fi cells. Edges between two ver-
tices corresponding to non-managed APs are not
considered. The purpose of our scheme is to
expose as many edges as possible, while filtering
potentially fake edges that can result from fake
reporting, faulty user equipment, or outdated
coverage information.

Each time a user submits his feedback, and
after filtering is performed, his score is calcu-
lated as the ratio of the information he submit-
ted that eventually survived fi ltering. The
user’s reputation is then updated as an expo-
nentially weighted moving average of this score.
To improve the robustness of the system and
help users bootstrap their reputations, trust-
worthy reports submitted by registered APs are
used as a further means of evaluating user
feedback. Each edge reported by an AP is con-
sidered valid by default,  which adds to the
scores of truthful users who also reported it.
An edge’s weight is equal to the sum of the
reputations of all entities reporting it (an AP
report weighs 1.0).

We consider the following attack: Each
attacker acts independently and submits a bea-

con report with random fake AP identifiers.
Without performing any filtering, this type of
attack would result in fake vertices, and fake
edges connecting them to existing ones. Since
attackers do not coordinate to submit the same
fake information, and the probability that more
than one attackers report the same fake edge is
assumed negligible, the weight of each fake
edge is equal to the single reporter’s reputation
(thus, < 1.0). By filtering all edges the weight of
which does not meet the unit-weight threshold,
all fake information is eliminated. This comes
with the cost of filtering some valid information
that did not meet the threshold due to few
reports. Also, a new snapshot of the topology is
generated periodically; in the meantime, the
topology may have changed due to user mobili-
ty. We show that in scenarios where user mobili-
ty is random, the ratio of stale to true
information is minimal.

More details on our model, security mea-
sures, and their analytic performance evaluation
can be found in [13].

PERFORMANCE BENEFITS OF A
USER-CENTRIC SCHEME

We present simulation results which show that
even when large numbers of attackers are pre-
sent, our user-centric reputation-based filtering
scheme significantly outperforms an infra-
structure-based one. 

In our simulation settings, users move accord-
ing to the random waypoint (RWP) mobility
model [14] in a 2D terrain, where a number of
APs are distributed following a spatial Poisson
point process. We assume that the transmission
and sensing ranges for APs and user devices are
equal, and that a fixed ratio of APs are centrally
managed, and a fixed ratio of users are always
truthful, while the rest decide to attack at each
reporting round uniformly at random with a
fixed probability. 

Figure 3. An architecture for crowdsourced Wi-Fi topology discovery.

Collector

Collector

4. User
reputation
updates

1. Reported CG

Radius
DB

Radius
DB

5b. CASS 5a. C
ASS

1. RBAT

1a. Beacon
request

1b. Beacon
request

2a. Beacon
report

(M1, M2, U1, U2)

2b. Fake beacon
report

(M1, F1, F2)
APs in range

1. Registered
AP list

Managed AP

Unmanaged AP

Honest user

Entities and messages

Attacker

RREQ: Report request
RBAT: Report batch

CASS: Channel assignment for an AP

2. RREQ M2 M1

M1M2

M2 M1 F2

F1

U1 U2

2. Filtered CG 3. New channel
assignment
(for managed APs)

M2 M1

U1 U2

M2 M1

U1 U2

Collector

A. Start of reporting round: collector requests reports
from registered APs

B. AP collects reports from associated STAs using
IEEE 802.11k

C. AP responds to collector with a
report batch

D. End of reporting round: CG, reputation updates,
channel assignment and AP notification

Radius
DB U1

U2
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tory of truthful reporting.
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To select realistic values for the ratio of
managed APs and AP coverage range, we per-
formed a measurement campaign in a university
building situated in a densely populated area in
the center of Athens, Greece. In that setting,
the density of APs was approximately 2000/km2,
less than 10 percent of which were centrally
managed by the university, while the average
range indoors was 30 m. We assumed a pedes-
trian-speed, low-mobility scenario. Reporting
rounds take place every 600 s, and 50 percent
of the users are potential attackers, each of
whom decides to attack with 0.9 probability,
independent of his choice in the previous
round. The simulation starts after a warm-up
period of 3600 s, necessary for the system to
reach a steady state [15]. We also simulate a
pure AP-centric scheme where users do not
participate in the reporting process for the
same simulation parameters and user mobility
scenario.

Figure 4 shows a performance comparison
between our reputation-based user-centric
scheme and a pure AP-centric one. We present
the evolution of the system’s topology discov-
ery accuracy (CG edges that get discovered),
false positive rate (CG information that has
become stale due to user mobility), and the
evolution of the average reputation of the two
categories of users (honest, potential attack-
ers). The user-centric scheme achieves a 2×
performance improvement, only at the cost of
a minimal false positive rate (less than 2 per-
cent). The reputation of honest users gradually
converges to a value close to the maximum,
while the reputation of consistent attackers is
kept very low.

MORE SOPHISTICATED ATTACKS

Although we limited our discussion to indepen-
dent attackers, our system provides a level of
resistance to coordinated attacks. The smaller
the reputation of attackers, the larger the size of
the group of colluders necessary to report the
same fake information so that the latter survives
filtering. Therefore, either a large group of
attackers (e.g., more than 10 if the mean attack-
er reputation is < 0.1) should coordinate, or a
user should have access to many accounts. The
latter is not straightforward in UCNs with cen-
tralized user registration (e.g., Fon). Such envi-
ronments also preclude attacks that involve
compromised APs; in the case of a community
mediator like Fon, users are assumed not to
tamper with the firmware of their devices, while
for deployments such as campus WLANs, APs
are outside the reach of users. For more sophis-
ticated attacks, additional measures are neces-
sary, though. For instance, location information
about managed APs (often available in managed
Wi-Fi deployments) can help exclude reported
edges connecting distant APs.

CONCLUSION
This article delves into the disruptive user-centric
paradigm and its expressions in different aspects
of wireless networking. We have designed and
implemented architectures providing user-centric
solutions for communication over open wireless
access networks and for wireless network man-
agement tasks, addressing security and perfor-
mance challenges and trade-offs. Respecting the
principles of user-centrism, we expose perfor-
mance bounds and demonstrate the benefits that
can be achieved by user-centric designs, and the
need for appropriate protection mechanisms.
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