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The ubiquity of Wi-Fi networks, coupled with their anarchic deployment, gives rise to the
problem of accurately determining their topology in order to employ it for tuning and opti-
mization. Knowledge of the Wi-Fi topology is particularly important for reconfiguration
mechanisms, such as channel assignment and power control schemes, which depend on
it to operate. Furthermore, with the advent of WLAN-based positioning schemes, the
robustness of the spatial databases where wireless topology is encoded becomes crucial
for the accuracy of the respective localization algorithms. In this work, we propose a
scheme where monitoring the topology of Wi-Fi deployments is crowdsourced to mobile
users, who submit reports about Wi-Fi coverage in their vicinity. However, users cannot
be assumed trustworthy. They can engage in fraudulent reporting, which, unless specific
countermeasures are in place, can severely impact one’s view of the network topology.
To this end, we have designed and implemented an architecture for accurate Wi-Fi topol-
ogy discovery, devising a reputation-based mechanism to tackle realistic and simple to
implement (and therefore potentially widespread) attacks. We show analytically and via
simulation that, even in the presence of large numbers of attackers, our user-centric
scheme significantly outperforms pure infrastructure-based approaches, where monitoring
is carried out only by trusted Access Points.

� 2015 Elsevier B.V. All rights reserved.
1. Introduction

Wi-Fi signals pervade modern densely populated urban
areas. Controlled Wi-Fi installations are set up in corporate
premises, campus areas and public spaces. Residential
WLANs, on the other hand, are deployed in an autonomous
and uncontrolled manner. Increased Wi-Fi coverage, an
aftermath of the low cost, ease of installation and, signifi-
cantly, operation in unlicensed spectrum, comes with the
cost of interference, due to the very scarcity of unlicensed
spectrum.
Numerous approaches have emerged that propose
sophisticated coexistence mechanisms which focus, among
others, on sharing spectrum across frequency (channel
assignment) or space (mostly through power control or
antenna directionality). To operate efficiently and maxi-
mize the offered service quality, these mechanisms rely
on accurate network topology information, i.e., knowledge
of the wireless neighborhood of Access Points (APs) and
client presence.

In this work, we exploit the sensing capabilities of the
terminal equipment of mobile users to reveal the wireless
topology. Instead of relying solely on measurements car-
ried out by the fixed infrastructure (APs), we argue and
show quantitatively that crowdsourcing this task to users
offers significant performance improvements. The technol-
ogy to carry out such measurements and convey the
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results has recently been standardized in the IEEE 802.11k
amendment [1]. However, the security aspects of this pro-
cess have not received enough attention; clients who
report on the wireless topology are not necessarily trusted.
They may engage in fraudulent reporting which can
severely impact the mechanisms that rely on accurate
knowledge of the topology to operate. Here, we focus on
these aspects in particular; we study specific attacks, com-
ment on their potential impact and propose and evaluate
simple measures to counter them.

Our work is relevant in a different context, too; wireless
topology is extensively used for positioning services.
Skyhook [2] is an example of a WLAN-based positioning
service, which relies on a beacon database built by war-
driving and user reports. Skyhook can determine a user’s
approximate location only based on nearby WLANs. For
the same purpose, Apple maintains a similar database gen-
erated by reports sent by iPhones [3], while Google [4] and
Windows Phone location positioning services [5] also rely
on Wi-Fi geo-databases to detect a user’s location. The
above systems are based on the same crowdsourcing
approach and, as pointed out in the literature [6], are vul-
nerable to attacks by untrusted clients.

In this article, we make the following contributions:

� We design and implement a user-centric, reputation-
based topology discovery scheme tailored to managed
Wi-Fi deployments, making use of standards-compliant
mechanisms for security, authentication and reporting.
� Using consensus-based mechanisms, we improve the

robustness of our system against fraudulent reporting.
� We derive mathematical expressions for the accuracy of

our scheme and quantitatively justify the need for a
crowdsourcing approach, while showing that, for realis-
tic settings, the attacks we study can be effectively mit-
igated, even in the presence of large numbers of
attackers.

The article is structured as follows: In Section 2 we
motivate our work. Then, we present the design of our
user-centric topology discovery architecture (Section 3),
our system model (Section 4), reputation scheme, relevant
attacks and our proposed countermeasures (Section 5), as
well as our system implementation (Section 6). Under
the attacker model we study, in Section 7 we analytically
evaluate the topology discovery accuracy of our scheme.
Performance results for realistic scenarios follow in Sec-
tion 8. We provide a literature review in Section 9 and con-
clude the article in Section 10.
1 Under some circumstances, i.e., (1) if both APs are managed by the
same entity and cooperate, and (2) they are capable of overhearing
transmissions in all channels and inspecting frame sources and destina-
tions, such cell overlap could sometimes be inferred solely by the two APs.
However, (1) in realistic settings (see Section 8.1), the probability that both
APs are managed by the same entity is low, and (2) the necessary
monitoring capability either incurs performance overhead (switching
across channels and monitoring traffic) or increases equipment cost (when
using a separate, dedicated, monitoring interface).

2 This is a simplified version of the Hsum algorithm by Mishra et al. [7].
2. Motivation

2.1. The need for a user-centric approach

Many cases of overlapping coverage between neighbor
Wi-Fi cells cannot be discovered when this process is car-
ried out only by the APs: An AP can directly detect neigh-
boring cells if the respective APs are in range. However,
there may exist cases where there is overlapping coverage
but the two APs are not in range of each other. In a pure
AP-centric topology discovery scheme, such cases of over-
lap will be revealed only if there is another AP located
there to report this incident.1 In Section 8.2, we quantita-
tively show that in realistic settings, a pure AP-centric
scheme fails to reveal a significant portion of the wireless
topology. This motivates us to focus on a user-centric
scheme where determining the topology is crowdsourced
to users.

User-based reports also help acquire a user-perceived
view of wireless conditions; many reports about overlap-
ping coverage between two cells are an indication of a con-
flict which an optimization mechanism should more
urgently resolve. On the other hand, cases where no APs
or users are placed in the overlapping region between
two APs are not revealed, but are less important since no
users are affected.
2.2. The need for secure crowdsourcing

Even though crowdsourcing offers measurable advanta-
ges, its security aspects should be carefully considered. We
assume that users are not trustworthy by default and are
expected to engage in fraudulent reporting. Their motives
to perform such attacks vary; users may wish to avoid
the performance overhead of monitoring, act strategically
to manipulate the results of mechanisms relying on topol-
ogy information or act out of pure malice, or simply misre-
port due to faulty equipment. A study of such motives is
outside the scope of this work.
2.2.1. Effects on efficient channel assignment
Channel assignment (CA) schemes depend on accurate

knowledge of the Wi-Fi topology. We assume that the set
of admissible channels is f1;6;11g, i.e., the set of orthogo-
nal IEEE 802.11b/g channels, and there is a centralized CA
algorithm which aims to minimize the sum of interference
across the network.2 The algorithm operates on a weighted
graph whose vertices represent APs and an edge denotes
overlapping coverage between two APs (see Section 4). Edge
weights indicate the number of clients located in the over-
lapping regions and suffering interference if the APs are
assigned the same channel. Clients report the APs in range
and we assume, for now, that each report contributes a unit
to the weight of the respective edges.

In the topology shown in Fig. 1, the two APs are not in
range of each other, but clients are located in the cell over-
lap area. After reporting, the graph shown is constructed.
The weight of edge A–B is 2 and a number of fake vertices
appear (Fi; i ¼ 1; . . . ;12), connected to valid ones with unit-
weight (fake) edges. Attackers have reported that, for each



Fig. 1. Example topology and the reported graph. Clients in green are honest and report that they are in range of both APs A and B. Clients in red are
dishonest; each submits a report containing a random fake identifier and the identifier of the AP the client is attached to. The reported channel of each fake
AP is in parentheses. Each fake report contributes a unit-weight edge between the vertex corresponding to the AP each client is associated with and a fake
vertex. The weight of edge A–B is 2, since there are two clients reporting it.
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of the two existing APs, there are 3 interfering APs in each
of channels 6 and 11.

Aiming to minimize the network-wide sum of interfer-
ence, APs A and B would be assigned the same channel (6).
To the eyes of the frequency planner, the collective effect of
interference suffered by APs F7; F8 and F9, if A were
assigned channel 11, is greater than that when channel 6
is selected. The same holds for channel 1 and the set
fF10; F11; F12g. Likewise, channel 6 is also assigned to B.
Note that, if the two APs had resorted to local measure-
ments, the A–B edge would not have been discovered,
potentially leading again to an inappropriate selection of
channels.

Packet-level simulations we have carried out on the
above scenario using ns3 have shown a dramatic downlink
UDP throughput reduction per user due to improper CA.

2.2.2. Effects on accurate WLAN-based positioning
Positioning systems based on public WLANs generally

operate as follows: There is a central beacon database
where Wi-Fi identifiers are stored, together with the loca-
tion where beacons were recorded. This database is built
by extensive wardriving, but also by crowdsourcing this
task to mobile users. To discover one’s location, the user’s
terminal scans for Wi-Fi presence and based on the list of
Wi-Fi identifiers (MAC addresses) present, looks up its
location in the beacon database. As Tippenhauer et al. have
shown [6], such a location database can easily be manipu-
lated; untrusted users can inject fake data, which can lead
to localization errors. This further motivates us to propose
methods to improve the security of crowdsourced Wi-Fi
topology discovery.
3. Architecture

We have designed a topology discovery scheme tailored
to deployments whose configuration is centrally controlled
and user authentication, authorization and accounting
(AAA) are centrally managed. This could be the case for a
municipal or University campus WLAN, a WLAN aggrega-
tor, such as Boingo [8], managing hotspots belonging to
various Wireless Internet Service Providers (WISPs), or
even a wireless community network mediator such as
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FON [9]. Registered users can roam across APs belonging to
different federated providers, while the aggregator tackles
user registration and AAA.

The purpose of the operator is to collect information
from the radio environment around registered APs in order
to optimize their operation by tuning parameters such as
their transmission power and frequency. To this end, regis-
tered APs are periodically requested to collect information
about their neighborhood from registered users associated
with them and submit them to a central collector. Users
report details about Wi-Fi cell operation at their spot, such
as the ID of each BSS (MAC address) and its channel num-
ber, information which is carried in IEEE 802.11 beacon
frames. Users are certified by the operator and their
reports are authenticated. For reasons of robustness, APs
also submit their own measurements to the collector. In
order to participate in the reporting process, a user needs
to be associated with a registered AP and be properly
authenticated. We have implemented our scheme (Sec-
tion 6) using standard protocols for authentication and
security (IEEE 802.11i [10]), and for collecting topology
information (IEEE 802.11k [1]).

Based on received reports, the collector builds a wire-
less coverage map, on which, for example, CA algorithms
can be applied. Since such operations are costly, both in
terms of computation but also because they can disrupt
the operation of Wi-Fi stations, we assume that they are
executed periodically and not frequently. Therefore, a
new snapshot of the network topology, i.e., the input to
the above schemes, is generated following reporting rounds.
An order of tens of minutes could be a reasonable choice
for the interval between rounds. We assume that the col-
lecting entity, APs and reporters are loosely synchronized
(in the order of seconds) and devices submit reports, more
or less, synchronously and upon request from the associ-
ated AP. Note that although the APs belonging to the oper-
ator are under its control and can be carefully tuned, there
Fig. 2. The coverage graph. A–B is a Type
are many other APs which may be interfering with man-
aged ones. Our reporting scheme aims at also revealing
such cases of cell overlap.

To ensure that the collected information is valid and to
tackle fake reporting, we apply a reputation-based scheme.
Each user has a reputation record, which is updated on
each reporting round based on the information he
submitted which was eventually considered valid. Honest
reporters are promoted, while the reputation of dishonest
ones is discounted and their reports have less weight. Managed
APs are trusted by default and their measurements are
used for checking the validity of user-provided information.

In this article, we study this design from the perspective
of a single entity managing the report collection process.
This could be, e.g., a single ISP or the enterprise deploying
the WLAN. However, design-wise, our system does not
preclude multiple administrative authorities sharing a
common view of the wireless topology. At the technical
level, this could be achieved by federating their authentica-
tion process and maintaining a common coverage data-
base. In this case, though, a level of cooperation among
these authorities is necessary, which gives this question a
more business-oriented than a technical nature.

4. Topology model

We model Wi-Fi topology as a weighted undirected Cov-
erage Graph (CG), where vertices represent APs and edges
represent coverage overlap between neighbor Wi-Fi cells.
As shown in Fig. 2, there are two cases of overlap. In the first
case (Type-1 edges), two APs are within range of each other.
In the second case (Type-2 edges), two APs are not within
range of each other, but stations (or APs) are located in the
overlap area. We set the weight of an edge as a function of
the number of reports about it, capturing user-perceived
interference. High-weight edges should be more carefully
considered while assigning channels or adapting the
-1 edge and B–C is a Type-2 edge.
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transmission power of the respective APs, since they affect
more users. Our model is similar to the one proposed by
Mishra et al. [7]. Based on reports, the aim of our system is
to expose as many CG edges as possible.

We only consider edges which connect two managed
APs or a managed AP and a foreign one. Edges between for-
eign APs are irrelevant for the operator, since both APs are
outside its control and it is unable to resolve such conflict.
E.g., in Fig. 2, which shows an instance of a CG where each
report contributes a unit to an edge’s weight, if APs A and B
were both not managed, the A–B edge would be ignored.
Importantly, edges may not always be detected due to lack
of reports (e.g., when no managed APs and no honestly
reporting users are located in the overlapping region).

5. Trust model, attacks and countermeasures

While the wireless infrastructure is trusted, this is not
the case for users, who can engage in fake reporting, sub-
mitting fraudulent information to the collector. Each user
is associated with a reputation value in the ½0;1Þ range,
which is a measure of how trustworthy the user is, and is
used to weigh his reports. Consider edge e of the CG, which
is reported by n users and APs, with ri denoting the repu-
tation value of the i-th entity. The weight of this edge is
given by we ¼

Pn
i¼1ri. Since managed APs are trusted by

default, their reputation equals 1.
To counter potential attacks, we apply consensus-based

rules to filter reports. We first make the following assump-
tions about attacker behavior:

1. Each attacker acts independently3 and submits reports
containing a number of random fake AP identifiers. That
is, we study cases where attackers do not cooperate.

2. The probability that two or more attackers report the
same fake edge is negligible, an assumption which sim-
plifies our analysis. In practice, fake identifiers are ran-
dom 48-bit MAC addresses.

3. In a given reporting round, a potential attacker may
choose (with fixed probability) not to attack and report
honestly.

4. APs never attack and their reports are trustworthy. This
is realistic to assume in a controlled environment
where the wireless infrastructure is centrally managed.

A fake report can contribute fake edges to the reported
CG, as well as fake vertices for each fake AP. Such edges con-
nect a real vertex (corresponding to the AP the reporter is
associated with) to fake ones. Also, fake edges among fake
vertices can be added. In the attack scenario we study, the
weight of a fake edge is always bound by a unit-weight
threshold (since we have assumed no collusion among
attackers and ri < 1). This leads us to the following
observation.

Observation 1. Filtering all edges with weight less that 1
from the reported CG eliminates the probability that a fake
edge appears in it.
3 We will revisit this assumption in Section 8.3.7.
Thus, to combat this attack, we simply remove all edges
with weight less than T ¼ 1 from the reported CG. Also,
since the only entities whose reputation always equals 1
are APs and this value is the edge acceptance threshold,
we make the following observation:

Observation 2. Edges reported by managed APs always
appear in the filtered CG.

At each reporting round, the ratio of a user’s reported
edges that are not filtered is denoted as his score and each
user’s reputation is updated in a weighted manner based
on it. We have used an exponential aggregation mecha-
nism for user reputations, which is an adaptation of the
metric proposed by Papaioannou and Stamoulis [11]. If,
at round i, a user’s reputation is r½i� and his score is s½i�, his
reputation is updated as follows:

r½iþ1� ¼ br½i� þ ð1� bÞs½i�; ð1Þ

where b is a discounting factor used to appropriately weigh
a user’s past history of successful reporting.

All users start with a zero reputation, making reports by
APs necessary for system bootstrap. At the first round, the
only means for a user to have a score greater than 0 is to
have some of his reported edges also reported by APs; edge
discovery thus happens only due to reports by APs and,
depending on the deployment density of managed APs, this
may be relatively low. However, high initial reputation val-
ues for untrusted users make our system more vulnerable
to attacks.

As we shall see in Section 8, as rounds progress and
given that the population mix of honest reporters and
attackers, and the probability that a potential attacker
chooses to behave honestly are fixed, the average reputa-
tion of the population of honest reporters is expected to
increase and converge to a value that depends on the sta-
tistics of the topology (AP density, client density, etc.).
The reputation of consistent attackers, on the other hand,
stays close to 0, since their scores, when they choose to
attack, are also 0.

Note, finally, that this consensus-based scheme comes
with the cost of filtering edges which are not reported by
many clients. However, bearing in mind that we are partic-
ularly interested in how users perceive wireless conditions,
few reports about an edge are an indication of few affected
users and, thus, of less importance.

6. System implementation

We have implemented a standards-based wireless
topology discovery architecture, reusing state-of-the-art
security and authentication mechanisms. In particular,
we apply radius-based IEEE 802.11i authentication, where
users are identified by user name-password pairs, using
EAP-PEAP as the authentication protocol. The wireless link
is protected by WPA2 (AES encryption) with frequent pair-
wise rekeying. We have extended the radius database so
that it stores user reputation records.

A centralized report collector with access to the radius
database builds and filters the CG, after requesting topol-
ogy information from a daemon running on managed APs
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(11kd), and runs a CA algorithm for the APs under its con-
trol. When notified by the collector, the AP requests reports
from associated users using IEEE 802.11k. Since, to the best
of our knowledge, no open-source implementation of this
standard was available, we implemented a subset of it in
the IEEE 802.11 stack (mac80211 framework) of the Linux
2.6.38 kernel. On the AP side, we extended hostapd [12] so
that it can communicate with 11kd, send IEEE 802.11k bea-
con request messages to clients and collect beacon reports
with information about each client’s nearby APs. Beacon
reports are generated by the mac80211 kernel module
which we also appropriately extended.

We also implemented a set of attacks, which include
disabling IEEE 802.11k, sending random fake AP identifiers
or sending a predefined fake set. They are implemented in
mac80211 and are activated from user space via the proc
file system. The fact that the number of Linux-powered
user equipment, such as Android mobile phones, keeps
increasing, makes attack potential higher. Controlled user
registration, report authentication and encryption mecha-
nisms on their own help mitigate specific attacks, such as
multiple fake reports by the same entity, but cannot stop
a user from faking the submitted information.

Our implementation is available for download.4

7. Performance analysis

In this section we derive expressions of the topology
discovery accuracy of our scheme in the presence of
attackers. Table 1 provides a notation summary.

7.1. Preliminaries

7.1.1. Assumptions
We assume that stations and APs are distributed

according to homogeneous spatial Poisson Point Processes
in the 2D space, with intensities kc and kAP , respectively.
We also assume an idealized model where AP coverage is
a disk of (fixed) radius R and each client and AP in range
can decode AP beacons. Each AP is centrally managed with
uniform probability pm and each user associates with a
random managed AP in range. If none of the APs in range
are managed, the user does not participate in the reporting
process. The system operates in rounds. AP locations are
always fixed, while at each round clients move to new ran-
dom locations, independently from their previous ones.

There are two types of users; those who are always
truthful (with probability pt) and potential attackers (with
probability 1� pt). For each of the scenarios we study, the
ratios of the two types of users over the total population
are fixed. Attackers follow the model we described in Sec-
tion 5. At any round, a potential attacker may choose to
attack with probability pa.

7.1.2. Distance distributions
The probability that a CG edge is detected is a function

of the size of the area of overlap between the two respec-
tive APs. The latter, in turn, depends on the distance
between the two APs. Since cell radius is fixed, the area
4 http://mm.aueb.gr/�pfrag/software.
of overlap between two neighbor APs whose distance is
x 2 ½0;2R� is given by:

AðxÞ ¼ 2R2cos�1 x
2R

� �
� x

2

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
4R2 � x2

p
: ð2Þ

We have then calculated the CDF of the distance
between an AP and a random neighbor AP (i.e., a random
AP in a 2R-radius disk centered at the former AP) as:

FXðxÞ ¼ PðX 6 xÞ ¼ px2

4pR2 ¼
x2

4R2 ; 0 6 x 6 2R; ð3Þ

thus the respective PDF is given by

f XðxÞ ¼
x

2R2 ; 0 6 x 6 2R: ð4Þ

Finally, to be able to calculate user scores (see Sec-
tion 7.3.4), we need an expression of the distribution of
the distances between reported APs, i.e., APs located in a
disk of radius R centered at the client. The CDF of the dis-
tance between two randomly picked such APs is given
[13] by:

LXðxÞ ¼ 1þ 2
p

x2

R2 � 1
� �

cos�1 x
2R

� �

� x
pR

1þ x2

2R2

� � ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1� x2

4R2

s
; 0 6 x 6 2R; ð5Þ

from which we derive its PDF:

lXðxÞ ¼
4x

pR2 cos�1 x
2R

� �
� x2

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
4R2 � x2

p
pR4 ; 0 6 x 6 2R: ð6Þ
7.1.3. Evaluation metric
Our performance evaluation metric is the ratio of dis-

covered CG edges to the existing ones:

E ¼ Nð1Þd þ Nð2Þd

Nð1Þe þ Nð2Þe

; ð7Þ

where Nð1Þe and Nð2Þe denote existing Type-1 and Type-2
edges, while Nð1Þd and Nð2Þd are discovered Type-1 and
Type-2 edges, respectively. Based on the observations of
Section 5, in the attack scenarios that we study, it is not
possible for fake edges to appear in the CG. Therefore,
the performance of our scheme is only limited by false neg-
atives, i.e., by real edges that did not meet the filtering
threshold or by cases where a CG edge did not get reported.

7.1.4. Number of CG edges
Instances of cell overlap are potential CG edges: If the

two overlapping APs are in range of each other, an edge
exists in the CG if at least one of the APs is managed. If
the distance between the two APs is in the ðR;2R� range,
the respective edge exists only if one of the two APs is
managed and clients or APs are located in the overlapping
region.

From the above discussion, and given the distribution of
distances between neighbor APs (i.e., f XðxÞ), we can derive
formulae for calculating the estimated number of CG
edges. For Type-1 edges, we have

Nð1Þe ¼ NpeFXðRÞ; ð8Þ

http://mm.aueb.gr/~pfrag/software
http://mm.aueb.gr/~pfrag/software


Table 1
Notation.

AðxÞ Overlapping area between the cells of two APs whose distance is x
b Reputation discounting factor
E Ratio of discovered edges
FXðxÞ CDF of the distribution of distances between an AP and a random neighbor
f XðxÞ PDF of the distribution of distances between an AP and a random neighbor
LXðxÞ CDF of the distribution of distances between APs reported by a user
lXðxÞ PDF of the distribution of distances between APs reported by a user
kc Intensity of the distribution of clients
kt Intensity of the distribution of honest clients
kAP Intensity of the distribution of APs
km Intensity of the distribution of managed APs
ku Intensity of the distribution of unmanaged APs

Nð1Þd
Number of discovered Type-1 edges

Nð2Þd
Number of discovered Type-2 edges

Nð1Þe
Number of existing Type-1 edges

Nð2Þe
Number of existing Type-2 edges

Npe Number of potential edges
pa Probability a dishonest user attacks at a particular reporting round
pi Probability an AP is isolated (see Section 7.3.2)
pm Probability an AP is managed
pt Probability a user is always honest

Pð1Þd ðxÞ Probability a Type-1 x-distance edge is discovered (AP-centric scheme)

Pð2Þd ðxÞ Probability a Type-2 x-distance edge is discovered (AP-centric scheme)

P½i�d ðxÞ Probability an x-distance edge is discovered at round i

P½i�s ðxÞ Probability an x-distance edge contributes to a user’s score at round i

R Cell radius (and client sensing range)

s½i�t
Mean score of honest users at round i

s½i�a
Mean score of potential attackers at round i

r½i�t
Mean reputation of honest users at round i

r½i�a
Mean reputation of potential attackers at round i
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while for Type-2 edges

Nð2Þe ¼ Npe

Z 2R

R
f XðxÞ 1� e�ðkcþkAP ÞAðxÞ

� �
dx; ð9Þ

where Npe is the number of pairs of APs with overlapping
coverage where at least one of the two APs is managed
(potential edges).
7.2. The performance of a pure AP-centric scheme

Intuitively, involving clients in the topology discovery
process should contribute in discovering more cases of cell
overlap. Here, we explore the performance limitations of a
pure AP-centric scheme, and, based on this analysis, we
will demonstrate quantitatively the need for a user-centric
one in Section 8.2. We will show that for realistic wireless
deployments, and as the density of clients increases, rely-
ing solely on APs is not adequate.

Type-1 edges are always detected, since, by definition,
at least one of the two APs involved is managed and will
report the edge, therefore Pð1Þd ðxÞ ¼ 1; 8x 2 ½0;R�, where
Pð1Þd ðxÞ is the probability that an x-distance Type-1 CG edge
is discovered. Things are different for Type-2 edges. Since
the two APs are not in range of each other, a managed AP
should be located in the overlap area. Otherwise, the edge
is missed since clients located there do not participate in
the reporting process. Therefore, an edge is missed when
� there are clients or unmanaged APs in the overlapping
region, and
� there is no managed AP there to report it.

The probability that an x�distance Type-2 edge is dis-
covered in the pure AP-centric scheme is given by

Pð2Þd ðxÞ ¼ 1� 1� e�ðkuþkcÞAðxÞ
� �

e�kmAðxÞ; ð10Þ

where kc; ku and km are the intensities of the distributions
of clients, unmanaged APs and managed APs respectively.
Note that the above distributions are independent; the
Poisson process according to which APs are distributed is
split with probability pm, with ku ¼ ð1� pmÞkAP and
km ¼ pmkAP .

The estimated number of discovered Type-2 edges is

Nð2Þd ¼ Npe

Z 2R

R
f XðxÞ 1� 1� e�ðkuþkcÞAðxÞ

� �
e�kmAðxÞ	 


dx; ð11Þ

while all Type-1 edges are discovered, i.e., Nð1Þd ¼ Nð1Þe . The
efficiency of an AP-centric scheme then follows from (7).
7.3. The performance of a user-centric scheme

7.3.1. Number of discovered CG edges
In the user-centric scheme, the conditions for a poten-

tial edge to be discovered are as follows:
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Fig. 3. In this example, mean reputations are r½i�t ¼ 0:4 and r½i�a ¼ 0:3 for
honest users and potential attackers respectively. The shaded area
indicates the cases when a particular edge gets detected solely based
on user reports. For example, if there are 2 truthful users and 1 potential
attacker reporting the edge, the weight they contribute is 1.1, thus the
edge passes the threshold of T ¼ 1 and survives filtering. The area beyond
the dashed lines represents cases when reports by a specific type of users
are sufficient for the edge to pass the threshold. The sum of sums in (14)
corresponds to the non-shaded area.
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� At least one managed AP is located in the overlapping
region, or
� A sufficient number of clients exist such that the sum of

the weights of their reports meets or exceeds the (unit-
weight) threshold. For an x�distance edge at round i,
we derive a formula for this probability (denoted as
P½i�d ðxÞ) in Section 7.3.3.

As with a pure AP-centric scheme, all Type-1 edges are
reported by at least one of the two APs involved and thus
discovered. The expected number of detected Type-2 edges
is given by

Nð2Þd ¼ Npe

Z 2R

R
f XðxÞP

½i�
d ðxÞdx: ð12Þ

In the remainder of this section, we step through the
calculation of P½i�d ðxÞ.

7.3.2. Isolation probability
There are cases where a user cannot contribute reports

because no managed APs (mAP) are in range, so he cannot
be authenticated with the collector. A special case is when
a user has a single managed AP in range and no unman-
aged (uAP) ones, and thus cannot report any cases of cell
overlap. We term these users isolated. If, at round i, a user
is isolated, his reputation does not get updated. The prob-
ability that a user is isolated is given by:

pi ¼ Prf0 mAPg þ Prf1 mAPgPrf0 uAPg

¼ e�kmpR2 þ kmpR2e�kmpR2 � e�kupR2

¼ e�kmpR2 þ kmpR2e�kAPpR2
: ð13Þ
7.3.3. Efficiency (E) at round i
The number of reports necessary for an edge to be

accounted for varies and depends on the mix of honest
users, potential attackers who do not attack at a particular
round, and managed APs located in the overlap area. To
begin with, let r½i�a > 0 and r½i�t > 0 denote the mean reputa-
tion of honest users and attackers respectively at round
i > 0. By design, each report weighs as much as the respec-
tive user’s reputation. At round 0, r½0�t ¼ r½0�a ¼ 0 and effi-
ciency equals that of an AP-centric scheme.

Again, Type-1 edges are always detected, so we focus on
Type-2 ones. Consider two APs whose distance is
x 2 ðR;2R�. To calculate the discovery probability for an
x�distance edge, we calculate the probability that the edge
is missed or filtered by counting all the possible outcomes
such that the edge does not meet the filtering threshold.
We introduce the following notation for the random vari-
ables representing the number of entities located in the
overlapping region:

� A: number of managed APs in the overlap area; Poisson-
distributed with mean km ¼ pmkAP .
� X: number of honest users; Poisson-distributed with

mean kt ¼ ptkc .
� Y: number of potential attackers who choose not to

attack at this particular round; Poisson-distributed with
mean ka ¼ ð1� ptÞð1� paÞkc .
The distributions of the above classes of users, as well as
of managed (and unmanaged) APs are independent Poisson
Point Processes. Assuming that X ¼ j and Y ¼ k, honest

users contribute jr½i�t to the weight of the edge. If there

are no managed APs in the overlap area and jr½i�t < T , where
T ¼ 1 is the filtering threshold, the edge will be filtered if
non-attacking attackers cannot contribute the remaining

T � jr½i�t . If jr½i�t P T , on the other hand, the edge is discovered
irrespective of the distribution of managed APs or potential
attackers. In other words, if no managed APs are in the

overlap area and j < T

r½i�t

� �
, at least k P T�jr½i�t

r½i�a

� �
non-attacking

attackers should be present.
For example, assume that at round i; r½i�t ¼ 0:4; r½i�a ¼

0:3; T ¼ 1 and there is no managed AP to report an edge.
Fig. 3 shows all the possible cases for this edge to get dis-
covered. The shaded area represents the cases where the
weight of an edge overcomes the filtering threshold. For

example, if there are more than X ¼ T

r½i�t

 �
¼ 2 truthful users

or more than Y ¼ T

r½i�a

 �
¼ 3 honestly-reporting potential

attackers, the edge is always discovered. If, on the other
hand, X ¼ 1, reports by always-honest users amount to
0.4, therefore at least Y ¼ 2 potential attackers should be
present and report the edge to contribute the remaining
0.6 and meet the unit-weight threshold.

Based on the above discussion, the discovery probability
for an x-distance edge at round i follows (by independence):

P½i�d ðxÞ ¼ 1�
X

T

r½i�
t

$ %

j¼0

X
T�jr½i�

t

r
½i�
a

 �

k¼0

PrfA ¼ 0gPrfX ¼ jgPrfY ¼ kg

¼ 1� e�ðkmþktþkaÞAðxÞ
X

T

r½i�
t

$ %

j¼0

X
T�jr½i�

t

r½i�a

 �

k¼0

ðktAðxÞÞjðkaAðxÞÞk

j!k!
: ð14Þ

From (7), (12), (14), and setting Nð1Þd ¼ Nð1Þe (all Type-1
edges are discovered), we get the value of E at round i.
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7.3.4. Score calculation
A user’s reputation is updated based on his score, i.e.,

the ratio of the edges reported by the user that meet the
weight threshold. For the attack scenario studied, our fil-
tering mechanism guarantees that all fake reported edges
are removed from the CG, therefore an attacker’s score is
always 0. Reputations of isolated users are not updated,
since they do not report any edges.

We focus on the calculation of an honest user’s score. (A
potential attacker’s score is calculated in a similar fashion.)
First, apart from the random variables A;X and Y defined in
Section 7.3.3, we define the following events:

� D: An x�distance edge is discovered.
� B: An x�distance edge is reported by (at least) an honest

user, i.e., X > 0.
� C: The sum of the weights of all client reports exceeds

the filtering threshold.

The probability that an x-distance edge contributes to a
user’s score (i.e., is detected, given that it is reported by the
user) is

P½i�s ðxÞ ¼ PrfDjBg ¼ PrfD \ Bg
PrfBg : ð15Þ

PrfBg easily follows from the Poisson distribution.
PrfCg is calculated using a similar approach as with (14):

PrfCg ¼ 1�
X

T

r½i�
t

$ %

j¼0

X
T�jr½i�

t

r½i�a

 �

k¼0

PrfX ¼ jgPrfY ¼ kg ð16Þ

PrfD \ Bg represents the cases when either the edge is
reported by a managed AP and at least a truthful user, or
no managed AP is in range, client reports are adequate to
meet the filtering threshold, and there is at least a truthful
user among the reporters, and is given by

PrfD \ Bg ¼ PrfA > 0gPrfBg þ PrfA ¼ 0gPrfB \ Cg; ð17Þ
where

PrfB \ Cg ¼ 1� PrfX ¼ 0g �
X

T

r½i�
t

$ %

j¼1

X
T�jr½i�

t

r½i�a

 �

k¼0

PrfX ¼ jgPrfY ¼ kg:

ð18Þ
Finally, making use of the distribution of distances

between two reported APs (see (5) and (6)), the probability
that an x-distance edge reported by a truthful user is dis-
covered, and the fact that all Type-1 edges reported by a
user are discovered, we can estimate the mean score at
round i:

s½i�t ¼ LXðRÞ þ
Z 2R

R
lXðxÞP½i�s ðxÞdx: ð19Þ

The same analysis can be applied to calculate the mean
score of a potential attacker at round i (s½i�a ).

7.3.5. Reputation updates
Honest reporters. From the reputation update rule of (1),

an honest user’s reputation at round iþ 1 is a function of
his score at round i. With probability pi, a user is isolated
and his reputation is not updated. Therefore, the average
reputation of an honest reporter is given by

r½iþ1�
t ¼ pir

½i�
t þ ð1� piÞðbr½i�t þ ð1� bÞs½i�t Þ: ð20Þ

Attackers. Users who attack at round i get a zero score
and their reputation is discounted. On the other hand,
there may be some potential attackers who choose to
cooperate, who contribute to the average reputation of
potential attackers. The average reputation of potential
attackers, also considering the probability that an attacker
is isolated, is given by:

r½iþ1�
a ¼ pir

½i�
a þ ð1� piÞ pabr½i�a þ ð1� paÞ br½i�a þ ð1� bÞs½i�a

h in o
:

ð21Þ

The term ð1� paÞ br½i�a þ ð1� bÞs½i�a
h i

represents the contri-

bution of potential attackers who cooperate to the average
reputation of the total population of potential attackers.

It should be noted that (21) reduces to (20) if we set
pa ¼ 0 (i.e., when potential attackers never attack).
8. Scenarios and performance results

8.1. Use cases and parameter selection

We explore two different cases; first, that of an ISP
whose subscribers set up residential Wi-Fi APs connected
to their broadband lines and, second, that of a campus
Wi-Fi network operator managing a public WLAN at a uni-
versity’s premises. In the first case, we assume an idealistic
scenario where the operator has control over home Wi-Fi
routers and, with the appropriate firmware installation,
can request for measurements and collect results to cen-
trally plan their operation. This approach represents a best
case for a pure AP-centric scheme, since, in practice, due to
the heterogeneity of WLAN APs, the fact that APs could be
switched off by their owner or their firmware be replaced,
the number of centrally-managed APs should be much
smaller. The second case is more straightforward; in a cam-
pus or enterprise environment, the Wi-Fi installation is
typically centrally configured and managed, as is user AAA.

From the work of Jones and Liu [14], it is realistic to
assume that the density of APs in metropolitan areas is
in the order of a few hundreds to a few thousands per
km2. Our own measurements in a densely populated area
in the center of Athens, Greece, verify this result.

On the other hand, the value of pm varies significantly
and depends on the size of the (Wireless) ISP or the orga-
nization managing the Wi-Fi deployment. The question
that naturally arises is what is the ratio of APs that can
be managed by the ISP (the pm value), or, in other words,
(given our assumption that the ISP has all registered home
Wi-Fi APs of its subscribers under its control) what is the
ISP’s share in the residential broadband market. From data
publicly available [15], as of December 2009, the incum-
bent operator accounted for 55.3% of the number of DSL
lines in Greece, while the rest of the market was shared
among alternative providers.
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We also measured the ratio of the APs centrally man-
aged by the Athens University of Economics and Business
(AUEB) on one of the Campus’ buildings and the average
value was typically5 between 5% and 10%. We measured
the total number of APs in range indoors and on each mea-
surement their average number was 6. We also measured
the radius of a few Wi-Fi cells we set up in various parts
of the building, which was around 30 m on average, yielding
an estimated kAP ¼ 2123 APs/km2.

Finally, unless otherwise noted, in the scenarios that
follow we set b ¼ 0:2. The choice of b is left to the system
operator. We quantify its role studying the tradeoff
between the importance of a user’s reporting history and
the speed of building reputation in Section 8.3.4.
x 10
4

Number of clients/km2

Fig. 4. Ratio of discovered CG edges in an environment approximating a
campus building at AUEB vs. the case for residential Wi-Fi APs managed
by Greece’s incumbent ISP.
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8.2. Limitations of a pure AP-centric scheme

Based on the values we selected for pm and kAP , we have
numerically evaluated (7) for the AP-centric scheme as cli-
ent density increases. Fig. 4 shows the percentage of dis-
covered edges in a topology of kAP ¼ 2123 APs/km2 for
the two scenarios we study. Performance drops as the
number of clients increases because, as the density of cli-
ents grows, more Type-2 edges appear which cannot be
discovered if managed APs are not located in the overlap-
ping regions. For increasing client densities, in both cases,
we note that a significant share of the Wi-Fi topology is not
discovered (around 50% when pm is high and around 70%
for low pm values). We argue that the second case is
expected to appear more often in practice, and show that
a user-centric scheme, even in the presence of large num-
bers of attackers, can do much better.
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Fig. 5. Numerical results for scenarios with different managed AP ratios.
8.3. Performance of a user-centric scheme

8.3.1. The advantages of crowdsourcing
Here we compare the performance of our user-centric

scheme to a pure AP-centric one in the two scenarios
studied in Section 8.2. We fix client density to
kc ¼ 10;000 clients/km2, which is realistic for densely pop-
ulated urban areas. For comparison, and to demonstrate the
benefits of a client-driven scheme, we also present the
performance of the pure AP-centric one. We have selected
to experiment with large numbers of attackers; 50% of the
total client population are potential attackers and each
attacks at a particular round with probability pa ¼ 0:9.

Numerical results from our model shown in Fig. 5 indi-
cate significantly improved performance for the user-cen-
tric scheme, which is more apparent for smaller managed
deployments. The mean reputation of honest users con-
verges to a value close to 1, while potential attackers have
a mean reputation of less than 0.1. Since our model
involves numerical evaluation of integrals, and there is
potential loss of accuracy due to rounding in (14) and
(18), we also programmed a custom simulator in C to val-
idate our analytic results.
5 The number of APs in range varies with time and day and includes
other APs operating in offices and labs, and residential or corporate APs set
up in nearby buildings.

The first figure shows the case for Greece’s incumbent ISP, where 55.3% of
the total AP population is centrally managed. The second represents a
scenario where 7% of them are managed. The ratio of discovered CG edges
(the E metric), and the evolution of reputations of honest users and
potential attackers are shown.
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After a number of rounds, which depends on value of b
(as discussed in Section 8.3.4), the performance of the user-
centric scheme stabilizes. For example, as shown in Fig. 5,
in the campus scenario, performance stabilizes after the
16th round. In such a state, Fig. 6 shows the relative advan-
tage of a user-centric scheme over an AP-centric one, for
the whole range of ratios of honest users and for fixed cli-
ent and AP densities. Even for large ratios of attackers and
for realistic managed AP ratios, the user-centric scheme
can achieve significant performance improvement: In the
campus scenario (pm ¼ 0:07), more than 2� improvement
is achieved even when 40% of the users are attackers. For
reasons of clarity, in Fig. 6, we have set the probability that
a potential attacker submits a fake report to pa ¼ 1, i.e., we
consider users that either always attack or are always hon-
est. Performance improvement is more evident as the ratio
of honest users increases.

8.3.2. Dependence on user density
In Fig. 7 we demonstrate the performance of our user-

centric scheme for the campus Wi-Fi network scenario
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Fig. 7. Ratio of discovered CG edges for various client densities as rounds
progress.
(pm ¼ 0:07) for 100 reporting rounds, for the same attack
parameters as in Section 8.3.1 (pt ¼ 0:5; pa ¼ 0:9) and
increasing client density. We show that as the density of
clients grows, the performance benefits of a user-centric
scheme are more apparent (UC curves). Flat lines represent
the performance of the AP-centric scheme for each case
(AC curves). The slight decrease in the performance of
the AP-centric scheme when client density increases is
due to more Type-2 edges missed. In the settings we eval-
uated, the user-centric scheme achieves 1.6� to 2.7� the
performance of a pure AP-centric one (e.g., when there
are 30,000 clients/km2, 87% vs. 32% CG edges are
discovered).

8.3.3. Dependence on WLAN density
The density of the AP deployment critically affects the

performance of our mechanisms. For this purpose, we cal-
culated the topology discovery accuracy achieved when
the system has stabilized (i.e., after a sufficient number
of rounds), fixing all parameters other than AP density
and the ratio of managed APs. In the results presented in
Fig. 8, client density is fixed to kc ¼ 10;000 clients/km2.
Half of the users are always truthful (pt ¼ 0:5) and for sim-
plicity we assume that potential attackers always attack
(pa ¼ 1). Fig. 8a demonstrates that increasing AP density
further improves performance. However, even in very
sparse deployments (e.g., when there are 300 APs/km2)
more than 70% of the topology is successfully discovered.
As expected, the higher the ratio of managed APs, the high-
est the topology discovery accuracy.

In the extreme case that all APs are centrally managed
and participate in the topology discovery process, for very
large AP densities, discovery accuracy approaches 100%. As
Fig. 8b indicates, though, in such extreme cases, the neces-
sity of a user-centric scheme is not obvious, since when the
managed deployment is unrealistically dense (e.g., there
are 10,000 APs/km2 with pm ¼ 1:0, i.e., all of them are cen-
trally managed), WLAN topology can be detected solely by
the APs and the performance of the user-centric scheme is
identical to that of an AP-centric one. We argue that this
case is not realistic to assume. On the contrary, as we have
discussed in Section 8.1, even scenarios where more than
half of the APs are centrally managed are rather optimistic.
At the same time, our measurements in a university build-
ing in an urban area (see Section 8.1), as well as our anal-
ysis of a real dense campus WLAN (see Section 8.3.6)
indicate that AP density is approximately 2000 and
5000 APs/km2 respectively. Therefore, in realistic settings,
the need for a secure user-centric scheme is justified for
improved topology discovery accuracy.

8.3.4. The role of a user’s reporting history
The value of the discounting factor in the reputation

update rule of (1) is left to the system operator. In princi-
ple, a small value for b gives less importance to a user’s
reporting history. Thus, his score at the particular round
has more weight than his history and affects the evolution
of his reputation more severely. For instance, a user who is
always truthful builds reputation more quickly. On the
other hand, a small value for b allows potential attackers
to quickly build their reputation with few successive



0 0.5 1 1.5 2 2.5 3

x 10
4

0.5

0.6

0.7

0.8

0.9

1

Discovery accuracy vs. AP density
(10000 clients/km2, p

t
 = 0.5)

AP density (/km2)

R
at

io
 o

f d
is

co
ve

re
d 

ed
ge

s

 

 

p
m

 = 0.07

p
m

 = 0.553

p
m

 = 1.0

(a)

0 0.5 1 1.5 2 2.5 3

x 10
4

1

1.5

2

2.5

Performance improvement vs. AP density
(10000 clients/km2, p

t
 = 0.5)

AP density (/km2)

P
er

fo
rm

an
ce

 im
pr

ov
em

en
t (

× 
E

ac
)

 

 
p

m
 = 0.07

p
m

 = 0.553

p
m

 = 1.0

(b)

Fig. 8. Performance as a function of AP density.
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Fig. 9. The role of users’ reporting history. When the value of b is small,
reputations of honest reporters grow quickly, as is the case for the
system’s discovery accuracy, since we value a user’s score more,
compared to his reporting history. However, this makes the system more
vulnerable to specific types of attacks.
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honest reporting rounds, before they switch strategy and
exploit their increased reputation to make their fake
reports more credible.

As shown in Fig. 9, starting from the lower bound, i.e.,
the performance of a pure AP-centric scheme, the system’s
topology discovery accuracy eventually converges to the
same value for different values of b, as is the case for user
reputations. However, we observe that for the first few
rounds, there is significant performance advantage when
giving less weight to a user’s past reputation (b ¼ 0:2)
and valuing more his current score: Honest users build
their reputation faster, which in turn causes the system
to suffer from low performance for fewer rounds before
stabilizing to a high topology discovery accuracy.
8.3.5. Non-zero initial reputations
Based on our assumption that users are considered

untrusted by default, they enter the system with zero rep-
utation. Higher initial reputations, though, would offer the
system better performance in the first few rounds, which
would in turn help honest users achieve higher scores
and thus improve their reputations faster, too. At the same
time, the average reputation of attackers would gradually
adapt to their low scores. The downside is that the system
is more vulnerable to collusion (see Section 8.3.7) if poten-
tial attackers do not start with zero reputation.

In the long run, system performance and mean reputa-
tions converge to the same values, irrespective of the initial
values of the latter. Fig. 10 shows the evolution of system
performance for different initial reputation values (0.0 vs.
0.5), while the fact that reputations eventually converge
to the same values is demonstrated in Fig. 11.

In practice, it is up to the system operator to select the
initial reputation for each user, potentially based on a pri-
ori knowledge or expectation about user behavior.
8.3.6. Performance in a real WLAN topology
In our analysis and scenarios thus far, we have assumed

Poisson-distributed clients and APs. In this section, we
evaluate the topology discovery accuracy of our mecha-
nisms in a real WLAN topology. Since the assumptions
about user and AP distributions used in our analysis are
not valid in this environment, we used simulation.
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Fig. 12. Performance in a real WLAN topology (Dartmouth Campus
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In particular, we have used actual location information
about the APs deployed in the Dartmouth University cam-
pus, which are publicly available [16]. These data include
the coordinates for most of the APs. For the rest, we
inferred their approximate location based on (i) informa-
tion about the building they were installed at, or (ii) infor-
mation we extracted from user mobility traces available in
the data set.6 In this network, APs are not Poisson distrib-
uted; we sampled their density at various locations and
found it to be approximately 5000 APs/km2 on average.
Again, we assumed that the range of each AP and client is
30 m. We placed each client at a random location in a
450 m range around a randomly selected AP. Thus, we sim-
ulated scenarios where users move, more or less, within the
campus network boundaries.
6 We considered the sequence of APs a user was associated with in a
relatively small timescale. We estimated the approximate coordinates of an
AP with unknown location to which a user connected, based on the known
locations of APs a user had just visited or would visit afterwards.
In Fig. 12a, we present the topology discovery accuracy
of our scheme at the 30th reporting round, when it has
reached a steady state, for two different managed AP ratios
(0.07 and 0.553; dotted and solid lines, respectively) and
for different user densities (1500 and 4500 clients in total,
corresponding to approximate densities of 5800 and
17,400 clients/km2; circle and square points, respectively).
Each point is the mean value obtained after 50 iterations of
the experiment; 95% confidence intervals were too small
and were thus omitted them for better visibility. Our
results indicate that in such a non-homogeneous deploy-
ment, the performance of our scheme is even higher than
in the homogeneous Poisson-distributed case. It should
be noted that the performance improvement (Fig. 12b) of
the user-centric scheme vs. an AP-centric one is less pro-
nounced, especially as the ratio of managed APs increases.
8.3.7. A note on collusion resistance
Here we revisit our basic assumption that attackers act

independently and report random fake sets of AP identifi-
ers, focusing on the case of colluding attackers, who, aware
of the threshold-based filtering mechanism, coordinate to
submit the same fake edges to increase their weight and
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pollute the information stored in the collector’s graph. If
we do not consider strategy changes, i.e., assume that each
attacker selects to attack at a particular round uniformly at
random with probability pa, the capability of a group of
consistent attackers to successfully add fake edges to the
graph is limited by their mean reputation. If pa is high,
potential attackers rarely report honestly, which keeps
their reputation low. For example, for the campus Wi-Fi
scenario we studied, when pa ¼ 0:9, mean attacker reputa-
tion is kept as low as 0.0959 (see Fig. 5), which makes it
necessary for a colluding group to have at least 11 mem-
bers reporting the same fake edges so that the latter can
survive filtering. Since we focus on scenarios where user
registration is controlled and users are authenticated via
IEEE 802.11i mechanisms, Sybil attacks [17], i.e., attacks
in which a user appears with multiple identities, are lim-
ited; in our example, a potential attacker would need to
have access to 11 different accounts to perform an attack
on his own.

However, we have shown that after a few rounds of
honest reporting, a user can build a high reputation. He
can then switch to an attacking strategy to exploit it by col-
luding with other attackers reporting the same fake edges.
If the reputation of attackers is high, only few of them are
enough to place fake edges in the filtered graph. In turn,
such fake edges help colluders achieve high scores and
maintain their reputation. Detecting collusion is an impor-
tant topic for future study. There are some helpful indica-
tions of collusion, though. For example, information
about the location of managed APs could be utilized to rule
out edges appearing in the filtered CG between APs which
are installed very far from each other; the reporters of such
edges would then be considered members of a colluding
group launching an attack.
9. Related work

9.1. Topology modeling

Mechanisms and algorithms that aim at optimizing
wireless network operation, but also location-based ser-
vices, Wi-Fi-based positioning schemes, and handover
planning, require information about network topology,
that is, information about the location and neighborhood
of entities (base stations and users). Our work focuses on
building such an information database with robustness in
a user-centric manner. We designed a topology discovery
architecture with mechanisms such as channel assignment
in mind, but we opted for a generic topology representa-
tion. In particular, we model Wi-Fi topology as a weighted
undirected Coverage Graph (see Section 4). Our coverage
graph model is an adaptation of the model introduced
and applied to the channel assignment problem by Mishra
et al. [7].

Depending on the application, various alternative topol-
ogy representations are possible, though. To address inter-
ference asymmetry between APs and to be able to capture
client and AP load, necessary for performing power control,
Ahmed and Keshav [18] use an annotated conflict graph,
which includes additional client vertices, undirected cli-
ent-AP association edges and directed interference edges.
Another approach [19] is to apply a conflict set coloring for-
mulation to the problem of jointly performing channel
assignment and load balancing, where, for each client,
there is a range set (APs in range) and an interference set
(APs not in range, but with interfering clients associated
to them), and the objective is to minimize interference suf-
fered by each client. Jain et al. [20], finally, represent inter-
ference by modeling a link between two nodes as a graph
vertex and placing an edge between two vertices if the
respective links are conflicting.

To analyze the performance of the Wi-Fi topology dis-
covery scheme we have proposed, we used a stochastic
geometry approach. There are numerous such models
[21], but we have resorted to homogeneous spatial Poisson
Point Processes and an idealized cell coverage model; each
AP covers a disk of fixed radius R and each terminal in
range can sense the AP. Although this model captures the
case for devices with the same fixed transmission power
and a free space propagation model, it ignores the effects
of fading and shadowing, as well as the case for heteroge-
neous receivers with different thresholds for sensing the
presence of a transmission. Its simplicity, however, made
our analysis more straightforward.

9.2. WLAN self-optimization mechanisms

Numerous approaches aim at adding reconfiguration
features to Wi-Fi networks. Their common denominator
is the need to collect information from the wireless envi-
ronment. The next step is to apply sophisticated reconfig-
uration mechanisms by means of frequency selection
[7,19,22], power control [18,23], rate adaptation [24],
adaptation of the carrier sensing threshold [23,25], or their
combinations. Murty et al. [26] focus on enterprise WLANs
where most wireless management decisions are pushed to
the infrastructure. Again, they need measurements from
clients and APs to perform them. Our work serves in
improving the robustness of information collection and
providing valid input to the above mechanisms. It should
be noted that most of the above schemes [7,19,24–26]
require client participation for the collection of input for
the respective spectrum sharing mechanisms.

9.3. Crowdsourced measurements

Crowdsourcing often appears as an attractive approach
for carrying out measurements, since, cost savings aside, it
also provides a user-centric view of the measured
conditions.

In the context of wireless and mobile networks, Yao
et al. [27] have identified the benefits of utilizing ‘‘band-
width maps’’ that encode the download capabilities of
the mobile broadband network per location to adaptively
stream multimedia content to fast-moving users, but also
to achieve efficient multi-homing, showing the value of
historical observations about mobile network performance
at a single location. Constructing such maps naturally
lends itself to a crowdsourcing approach. With a similar
motivation, Pang et al. [28] present a collaborative service
that offers information about AP capabilities, which can be
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used for improved AP selection. This information is built by
crowdsourced reports. They focus on preserving user pri-
vacy and try to limit fraudulent reporting.

In our work, we focus on crowdsourcing with the aim of
exposing Wi-Fi topology. Delegating this task to mobile
users is a concept that has already been explored in the lit-
erature, and is supported by recent standardization activi-
ties, such as the IEEE 802.11k standard. We are particularly
interested in requesting and receiving information on the
wireless neighborhood of stations, but the standard is
much richer. It focuses on defining measurements to be
carried out by WLAN devices and provides interfaces to
upper layers to request and receive them. What it does
not specify, however, is how to utilize this information,
which is a higher layer issue. We show how this informa-
tion can be used to optimize the operation of a managed
WLAN deployment by means of channel assignment, but
other options are possible. The standard supports request-
ing more refined measurements which can be used by
appropriate sharing and reconfiguration schemes, but also
location information from stations, which could be used to
offer location-based services. For example, Hermann et al.
[29] use IEEE 802.11k reports about user location and
neighbor APs to approximate the coverage area of each
BSS.

Our current work is centered around the security and
robustness aspects of IEEE 802.11k-based Wi-Fi topology
discovery, a topic neglected in the literature.

9.4. Cognitive radio networking

Our work is also related to the process of distributed
spectrum sensing in Cognitive Radio Networks (CRN). In
a typical CRN scenario, secondary (i.e., unlicensed) users
collectively monitor spectrum usage to detect the presence
or absence of primary (i.e., licensed) ones. Recent standard-
ization efforts within the IEEE 802.22 working group [30]
also focus on spectrum sensing. In this context, Chen
et al. [31] study two potential attacks, namely Incumbent
Emulation, where an adversary’s CR transmits signals that
emulate the characteristics of a primary user’s transmis-
sions, and Spectrum Sensing Data Falsification. In the lat-
ter, which is similar in spirit with the attacks we address,
adversaries submit fake sensing data to the collecting
entity to tamper with the sensing decision. Fatemieh
et al. [32] also focus on securing against fake reporting
and propose a weighted aggregation process for crowd-
sourced spectrum reports, a principle that we also adopt
in our context.

9.5. Our prior work

In our prior work [33], we studied a case where no his-
tory about the quality of user reports was kept. Only
mobile users could submit reports about Wi-Fi coverage
and a simple binary trust model was assumed, where a
user was either trusted or not, while we did not discrimi-
nate between managed and unmanaged APs. Here we
focus on a more realistic setting and, as our results indi-
cate, applying reputations and taking advantage of trusted
reports by APs improve performance.
10. Conclusion

We have shown that crowdsourcing the task of deter-
mining Wi-Fi topology offers significant advantages over
relying solely on measurements from the wireless infra-
structure. With a reputation-based consensus scheme for
report validation, coupled with trustworthy reports by
managed APs, we can combat potential attacks by untrust-
ed users and expose a significant share of the topology,
even in the presence of large percentages of attackers. In
realistic scenarios where a small ratio of the total AP pop-
ulation in an area is centrally managed, and when client
density is large, our user-centric scheme can offer perfor-
mance improvements of more than 2� over pure AP-
centric schemes, at the same time combating fake
reporting. We have also demonstrated how such an
architecture can be implemented using standards-based
technologies for authentication and reporting. We believe
that our findings are relevant both in terms of offering
optimized operation of the wireless infrastructure, but also
for WLAN-based positioning schemes, since both rely on
accurate Wi-Fi topology information.
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